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MasterCard Internet Gateway Service

Before reading or using this Manual, please read our disclaimer. By accepting or reading this Manual you
agree to be bound by the terms of the disclaimer.

Disclaimer

We may make improvements and/or changes to the products and services described in this Manual at
any time.

To the fullest extent permitted by any applicable law:

*We give no warranties of any kind whatsoever in relation to this Manual including without limitation in
respect of quality, correctness, reliability, currency, accuracy or freedom from error of this Manual or
the products it describes. All terms, conditions, warranties, undertakings, inducements or
representations whether expressed, implied, statutory or otherwise relating in any way to this Manual
are expressly excluded.

«Without limiting the generality of the previous sentence neither us nor our affiliates, employees, directors,
officers or third party agents will be liable to you for any direct or indirect loss or damage (including
without limitation consequential punitive or special loss or damage) however arising in respect of this
Manual or any failure or omission by us, even if we are advised of the likelihood of such damages
occurring.

«If we have to accept any liability our total aggregate liability to you, including any liability of our affiliates,
employees, directors, officers and third party agents collectively, and regardless of whether such
liability is based on breach of contract, tort, strict liability, breach of warranties, failure of essential
purpose or otherwise, is limited to US500.00.

*While we have no reason to believe that the information contained in this Manual is inaccurate, we
accept no responsibility for the accuracy, currency or completeness of the information in this Manual.

*We do not warrant or represent that we have checked any part of this Manual that is a copy of
information we have received from a third party. We are merely passing that information on to you.

License Agreement

The software described in this Manual is supplied under a license agreement and may only be used in
accordance with the terms of that agreement.

Copyright

MasterCard owns the intellectual property in this Manual exclusively. You acknowledge that you must not
perform any act which infringes the copyright or any other intellectual property rights of MasterCard and
cannot make any copies of this Manual unless in accordance with these terms and conditions.

Without our express written consent you must not:
edistribute any information contained in this Manual to the public media or quote or use such information

in the public media; or

eallow access to the information in this Manual to any company, firm, partnership, association, individual,
group of individuals or other legal entity other than your officers, directors and employees who require
the information for purposes directly related to your business.
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Preface

What Is the Purpose Of This Guide

This Merchant Developers Guide describes the Virtual Baym
Client (VPC) API (Application Programming Interface) winiallows
you to payment enable your e-commerce application dinerstore.
It seeks to guide you on how to use the functionalityhhefirtual
Payment Client API. The document describes Versionfitiieo
Virtual Payment Client API.

In addition, the guide outlines the business logic arqgayient
processing on the MIGS Payment Server and how to uséi@eo
perform payment processing and, if required, integrated
administration functions.

Who Should Read This Guide

The MIGS Virtual Payment Client API provides an easy & v
integration effort solution for payment enabling webssite
commerce applications and online stores. The soluties standard
web technology allowing merchants to integrate paymentodaes
into their online store without installing or configugiany payments
software making it suitable for most website hosting emments.

This guide is specifically aimed at business analystsraagrators
who want to effectively integrate the VPC into mexnchapplications,
and merchant bank personnel who will be involved withdinpport
of the process.

Related Documents

To complete the merchant offering, transactions proddsseugh
MIGS via the Virtual Payment Client Guide can be adrtené via
the MIGS Merchant Administration portal. To understarit this
portal offers, readers should reference the MIGS Meiticha
Administration Guide.

Virtual Payment Client Integration Guide
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Terminology Used in this

Guide

Access Code

The access code is an identifier that is used to authenticate you as the
merchant while you are using the Virtual Payment Client.

The access code is generated and allocated to you by MIGS when you are
established as a merchant on the server.

Acquiring Bank

The bank with which you have a merchant facility that allows you to accept
online credit card payments.

Merchant
Administration

Merchant Administration allows you to monitor and manage your electronic
transactions through a series of easy to use, secure web pages.

Payment Server

The Payment Server is the MasterCard Internet Gateway Service (MIGS).
MIGS facilitates the processing of secure payments in real-time over the
Internet between your online store/website and your bank.

All communications between the cardholder, your online store, the Payment
Server and the bank is encrypted, making the whole procedure not only
simple and quick, but also secure.

Purchase

Purchase is a single transaction that debits the funds from a cardholder’s
credit card account and credits these funds to the merchants account. The
transfer of funds occurs after end-of-day settlement occurs between the
card-issuing bank and the merchant’s bank.

Secure Hash
Secret

Secure Hash Secret plays a role in security as it is used to detect whether
the transaction request and response has been tampered with. The Secure
Hash Secret is generated automatically and assigned to you by MIGS when
you are established as a merchant on the server. It is a unique value for
each merchant and made up of alphanumeric characters. Only you MIGS
know what the secure hash secret value is.

Your secure hash secret is added to the transaction request details before
an MD5 algorithm is applied to generate a secure hash. The secure hash is
then sent to MIGS with the transaction request details. Because MIGS is the
only other entity apart from you that knows your secure hash secret, it
recreates the same secure hash and matches it with the one that you sent.
If they match MIGS continues processing the transaction. If it does not
match it assumes that the transaction request has been tampered with, and
will reject the request.

The Secure Hash Secret can be accessed using Merchant Administration.
Please see the Merchant Administration Guide for more information.

Virtual Payment
Client (VPC)

The Virtual Payment Client is the interface that provides a secure method of
communication between your online store and the Payment Server, which
facilitates the processing of payments.

Virtual Payment Client Integration Guide
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Where to Get Help

If you need assistance with Virtual Payment Client Integration, please
contact your support organisations help desk, the details of which you
will be given once you sign up to the MIGS service via your bank.

Virtual Payment Client Integration Guide
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The Merchant Setup Process

The following table guides you through the basic steps to payment enable an
online store, assuming that the Merchant Services Facility is already being
approved by your bank.

Table 1 What the merchant needs to do to process payments from an online store

STEP 1

Receive the Integration support material and documentation from your bank

The Virtual Payment Client integration support material issued to assist you during your integration
and set up phase includes the following:

a) Virtual Payment Client Guide
b) Example code

STEP 2

Obtain your Access Code and Secure Hash Secret from Merchant Administration

Your bank may have provided your Access Code and Secure Hash with this guide.

If you have not received this information, you need your Virtual Payment Client Access
Code and Secure Hash Secret before starting your integration:

a) Access Code

The access code uniquely authenticates a merchant and their Merchant Id on the Payment
Server.

b) Secure Hash Secret

If you are using Server-Hosted Payments, the Secure Hash Secret is a key used as the
initial piece of encryption data to create an MD5 Secure Hash to ensure transaction data is
not tampered with while in transit to the Virtual Payment Client

Your access code and secure hash secret can be found in Merchant Administration in the
Setup menu option on the Configuration Details page. Please refer to your Merchant
Administration User Guide for details on how to locate your Access Code and Secure Hash
Secret.

STEP 3

Perform a basic payment using the supplied example code

You can perform a basic test payment using the example code provided. Successful
completion of a payment using the example code validates that your system is set up
correctly, and ensures basic functionality is available before implementing the integration
with your online store.

The example code covers common web server scripting languages. You will need to select
the appropriate example for your specific web environment.

Virtual Payment Client Integration Guide
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STEP 4

Design and implement the integration

You are now ready to payment enable your online store. This step requires a web developer
familiar with both your online store and the web programming language used in integrating
the Virtual Payment Client.

This guide provides the reference information and best practise guidelines to assist you with
this task. You may also refer to the example code for further assistance.

STEP 5

Test your integration

You need to test your integration by performing test payments. MIGS has a test bank facility
to test all the different response codes that you are likely to encounter in a live environment.

Performing test transactions validates that you have correctly integrated the Virtual Payment
Client with your online store and that your application handles common response codes and
error conditions. For more information, please refer to the Test Card information supplied at

the end of this document.

STEP 6

Go Live

Once you are satisfied that your integration works correctly, please advise your bank that
your testing has been successfully completed.

Your bank will validate your testing results and then provide you with your production profile
and instructions on how to change the configuration of your website from test mode to live
production mode.

The production profile allows you to process live transactions with your financial institution
(bank).

STEP 7

Conduct final Pre-Production testing.

It is recommended that you follow standard IT practices and complete final pre-production
testing to validate that end-to-end functionality works correctly, including successful
settlement of funds from your bank.

STEP 8

Commence live processing of online payments.

You should now be ready to launch your payment enabled online store and start processing
online payments from your customers.

Virtual Payment Client Integration Guide
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Introduction to VPC

What is MIGS?

MIGS is the MasterCard Internet Gateway Service. MIGS is provided
to banks to facilitate ePayments and general payments where the
card is not presented to the merchant (called Card-Not-Present, or
CNP).

MIGS processes all card types, not just MasterCard.

You have been provided this document because your Bank has
implemented MIGS as their processing server for CNP transactions.

What is the Virtual Payment Client?

There are two connection options for merchant-server
communications, the MIGS Payment Client, and Virtual Payment
Client.

The Payment Client is a distributed piece of software which is loaded
onto the merchant’s host system and handles communication
between the merchant and the MIGS server. The Payment Client is
not covered in this manual. For information on the Payment Client
see the MIGS Payment Client Integration Guide.

The MIGS Virtual Payment Client is a mechanism for merchants to
connect to the MIGS. It is termed ‘Virtual’ to contrast it to the
Payment Client itself, but the VPC is a connection mechanism only —
there is no supplied client software.

This manual outlines instructions for connecting your application to
the MIGS Payment Server via this VPC connection mechanism.

Virtual Payment Client Integration Guide
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Steps to Integrating the VPC

Before you start integrating, you will need to determine if your online store
supports the functions that you require. Your online store will determine the
transaction types you can or cannot integrate.

STEP 1

You need the following support material and information:

a) This Guide

b) Example Code for your site (written in ASP, JSP, PHP and Perl)
¢) Access Code

d) Secure Hash Secret (only used for Server-Hosted Payments).

STEP 2

Determine which integration model you will be using?

You need to know whether you are using:
* Server-Hosted Payments Integration Model, or

* Merchant-Hosted Payments Integration Model.

STEP 3

Determine which Payment Model you will be using, Purchase or Authorisation/Capture

e Purchase - requires a single transaction to transfer funds from the cardholder’s account to your
account.

* Authorisation/Capture — requires two transactions, the Authorisation, followed separately by a
Capture.

STEP 4

Determine if you will be using any Advanced functionality?

The available advanced functionality includes:
* Verified-by-Visa and MasterCard SecureCode

* Capture
* Refund
* QueryDR

STEP 5

Perform a basic transaction using the supplied example code

You can perform a basic test payment transaction using the example code provided. Successful
completion of a transaction using the example code validates that your system is set-up correctly
and ensures basic functionality is available before you implementing the integration with your
online store. The standard example code covers common web server scripting languages. You

Virtual Payment Client Integration Guide
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need to select the appropriate example for your specific web environment.

STEP 6
Determine how you are going to get the transaction request input fields and where to store the
transaction response output fields in your online store.

You need to consider:

* Session Variables - some online stores may require session variables to be collected and sent to
the Virtual Payment Client in the transaction request. The session variables are returned in the
transaction response allowing your online store to continue with the order processe Merchant
Transaction Reference (vpc_MerchTxnRef) - You need to determine how you are going to
produce a unique value for a transaction using the vpc_MerchTxnRef field.

STEP 7

Design and implement the integration

You are now ready to payment enable your online store. This step requires a web developer
familiar with both your online store and the web programming language used in your web
environment.

This guide provides the reference information and best practice guidelines to assist you with this
task. You may also refer to the example code for further assistance.

STEP 8

Test your integration

You need to test your integration by performing test transactions. MIGS The Payment Server has a
test acquirer facility to test all the different response codes that you are likely to encounter in a live
environment.

Performing test transactions allows you to test your integration, so that you won't encounter
problems when processing real transactions. For more information, please refer to the Test
Environment Section of this document.

Virtual Payment Client Integration Guide
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MIGS Test Host Simulator

The Host Simulator module provides a comprehensive transaction testing facility for the
all VPC supported functions.

MIGS Payment Server

Copy Code
to Production Production Payment Gateway F;\adyam?:rt
System > MerchantID P Bank Host
> —p
/ Internet or
Ly ¢—>» BANKNET

TEST MerchantID

m Test Host
Simulator

Merchant Application
Test System

Figure 1. Merchant Simulator Infrastructure

The merchant simply prefix’s their merchant ID (which will be supplied to you by the
bank) with the word ‘TEST to initiate the routing of all transactions received from their
application to the Test Host Simulator module. Full sets of test logs are written to the
Merchant Administration Portal so that the Merchant can view and validate test results.

Exception handling is tested by simulating different responses from the MIGS Payment
Server. Responses can be varied by using different values in the payment. For example,
$10.00 will return an ‘Approved’ by the MIGS Server, while $10.51 will return ‘Insufficient
Funds'. Please refer to Appendix 1 for a full list of codes.

Once the transaction testing cycle has been completed successfully the code can be
copied to the merchant’s production system application. Once installed in the production
system and all necessary bank processes have been completed, the bank will set-up the
merchant’s Live Link. The merchant can access this link by simply removing the word
‘TEST’ from their merchant ID. The merchant’s test profile will remain and can be
accessed for further testing.

It is important to recognise that the merchant cannot perform live transactions unless
specifically configured by the bank to do so.

Virtual Payment Client Integration Guide
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e-Payments

Working with e-Payments

MIGS enables a merchant to perform secure transactions over the
Internet. To do this they need to integrate the Host Application (Shop
and Buy application) with the MIGS Payment Client, or the MIGS
Virtual Payment Client. This guide deals only with the Virtual
Payment Client. For information on the MIGS Payment Client please
refer to the MIGS Payment Client integration Guide.

The Virtual Payment Client a series of commands available to the
Host Application through an API (Application Program Interface). It
interacts with the MIGS Payment Server, which processes secure
transactions in real-time over the Internet.

The Virtual Payment Client is a remote interface to the MIGS
Payment Server, which processes the secure transactions sent by
the VPC.

Introduction to Processing Payments

N

The typical payment process for Internet purchases is:

The cardholder purchases goods or services from a merchant using the Internet.
The merchant’s online store sends a Virtual Payment Client transaction request
via the MIGS Payment Server for authorization and processing.

MIGS directs the transaction to the cardholder's financial institution (issuing
bank) for authorisation of the payment. The cardholder’s account is debited and
the funds are transferred to the merchant's account

As the Virtual Payment Client is designed primarily for processing
payments from Internet sites, this guide presents information for
enabling an online store. But it is also possible to payment enable
other channels such as call centres or IVR systems using advanced
functions of the Virtual Payment Client.

Virtual Payment Client Integration Guide
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e-Commerce Transaction Modes

Payment Framework

}!‘i 6. Issuing Bank
Card Holder 3.
1
5
2. 4.
a MIGS
72

Merchant

Acquiring Bank

Real Time Batch

How a transaction is processed

Processing an e-Commerce Transaction

During a transaction, the funds are transferred fitmcardholders
account to the merchants account in the following steps:

1.

The cardholder purchases goods or services from a merchant vi
the internet, over the phone, etc.

The merchant sends the request for payment to MIG&hwhi
processes the transaction on behalf of the merchgnt,
switching the transaction authorisation request to the isauer
(the customers bank) (3).

The card issuing institution adjusts the cardholder’dichienit
for the funds and returns the result to MIGS. MIGS patse
result of the transaction on to the merchant.

Periodically (normally once a day), these recorddraresferred
by MIGS to the merchant’s bank.

The merchant’s bank settles the transaction withstheng
(Cardholder’s) bank as part of normal credit card pracgss

The issuing bank adds an entry to the cardholder’s statdarent
subsequent payment by the cardholder.

Virtual Payment Client Integration Guide
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7. The acquiring bank deposits the funds into the merchbatik
account.

Payment Processing Modes

Purchase and Auth/Capture merchants
Purchase Merchant

Purchase mode transactions capture funds in a singattioon and
the funds are immediately transferred into the mearchaccount

when the merchant’s bank settles the transactioch Estance of a
purchase transaction will show up on the customer’s statément.

Auth /Capture Merchant

Auth /Capture merchants perform at least two transastio capture
the funds from the customer’s card and deposit thenein th
merchant’s account.

e The authorisation (Auth) transaction verifies thatdhed details
are correct and will also reserve the funds for thextcimant.

e The capture transaction refers back to the initial aighioon
transaction, and instructs the transfer the funds &iom
customer’s card into the merchant’s account.

The merchant can perform more than one capture titzmsaior
example the merchant may not have the full ordereduatraf goods
in stock but ships what they do have. Later, when $idgy the
remaining goods the merchant can perform another capture
transaction that refers back to the initial autholsatransaction
which transfers the remaining funds to the merchant'swadc

This auth reservation of funds will reserve the furodsaf
predetermined period of time, (such as 5 days), as determirtbd by
issuing bank.

Please check with your bank if you are unsure in which modgou
are operating.

Virtual Payment Client Integration Guide
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Subsequent or Financial Transactions

For every order there is normally one shopping tramsacEach
shopping transaction may require a number of assodiasattial
transactions, for exampleapturesandrefunds. Financial
transactions represent the flow of information betw&ercustomer,
the merchant and the bank when purchasing goods and services.

Subsequent transactions can capture or refund transactions.

Refunds are where the merchant re-credits funds bazlctistomer’s
card. In this case both transactions are listed ondtdholder’s
statement.

The merchant can perform as many capture and refund ¢tamsaas
they want providing the total amount captured does noeexite
original auth transaction. You must have captured thesfloefore
you can perform a refund (i.e. the original transactias a purchase
or an authorised transaction that has been capturedjnwigh an
error will occur.

Virtual Payment Client Integration Guide
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Integration Options

There are two integration options for collecting credit card details on
the MIGS Payment Server. However, your bank may not support
both options. Please check with your bank on which option(s) you are
allowed to use.

The 2 options are:

1. Merchant-Hosted - (Internet or Mail Order/Telephone Order
(MOTO))
Used for any merchant application, such as a merchant web
shop & buy application or a call centre operation, where the
merchant collects the card details.

2. Server-Hosted - (Internet only with possible authentication)
Only possible from a web application, such as a merchant
shop & buy application or e-mail, as the customer can only
input their credit details direct to MIGS via a web page that is
displayed from the MIGS Payment Server.

If you have been given and option by your bank, please read the following
sections to decide which method is best for your application.

Virtual Payment Client Integration Guide
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Server-Hosted transactions

Server-Hosted transactions use the SSL protoqmiceide secure
transmission of sensitive data between a customatsbrowser and
the MIGS Payment Server. In addition to SSL chaenetyption, the
Payment Client encrypts transaction data sent tfenshop and buy
application to the MIGS Payment Server to prevéetation in transit
as it is redirected via the customer’s browser.

One of the benefits of a server-hosted transaésitimat the merchant
does not carry the legal responsibility of haviagécure card details
from hackers and misuse.

Server-Hosted Page - Information Flow

CARDHOLDER

Payment Options,/ Details

PAYMENT SERVER

MERCHANT BANK

Information for Server-Hosted pages

1. Acustomer® and® decides to purchase goods and enter details
into the merchants shop and buy application so&vaathe
checkout page.

2. The customer pays for the goods and the merchéimtese sends
an Virtual Payment Client transaction request &©NHGS
Payment Server, using an Access Code which is arimeach
merchant. In addition, data integrity is protedbgdise of a
Secure Hash Secré@.

3. The MIGS Payment Server receives the customertsdetails®
and displays a series of screens. The first s¢ssenpage 22)
displays the cards supported by the processor sispfar
example MasterCard, Visa, and American Express.clis®mer
chooses the card type they want to use for theaction. The
second screen accepts the details for the chosegsweh as card
number, card expiry, a card security number if gl see page
22.

Virtual Payment Client Integration Guide
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4. The MIGS Payment Server passes the de@ils the card
issuing institution. When the payment has beengssed, the
MIGS Payment Server temporarily displays the resiuthe
transaction before displaying the final screen,civlasks the
customer to please wait while they are redirectetk o the
merchant’s site (see page 22) and the MIGS PayBemer passes
the result back to the merchant’s site detailirgrésult of the
transactio®. This information is then passed back to the tcer
their record® (see page 22).

The MIGS Virtual Payment Client is a set of commeawdhich all the
sending and receiving of this data from the MIGSrRent Server via
browser redirects.

In a Server-Hosted transaction, the customer’s seowonnection is
completely severed from the merchant applicatiorarsy session
variables that are required to identify the curgegsion must be
collected and sent to the MIGS Payment Server, evtiezy are
returned appended to the result message.

For information on the method used to send the@esariables,
please refer to page 27.

Virtual Payment Client Integration Guide
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Integrating Server-Hosted Payments

To process a payment using Server-Hosted Payments your online store needs to
be integrated with the Virtual Payment Client in order to send the transaction
request and handle the transaction response.

To do this you need to do the following:

1 Collect the minimum required information for a transaction request. This will
include your merchant Id, your access code, the order amount, a transaction
reference number and an optional order Information field. You may require
additional information when using optional features.

2 Formulate a transaction request. An example of a transaction request is:
https://203.202.39.43/vpcpay?vpc%5FVersion=1&vpc%5FLocale=en&vpc%5FCommand=pay&v
pc%5FAccessCode=A53853CE&vpc%5FMerchTxnRef=123&vpc%5FMerchant=TESTANDREW
K&vpc%5FOrderinfo=VP C+Example&vpc%5FAmount=100&vpc%5FReturnURL=http%3A%2F%
2Flocalhost%2FASP%5FVPC%5F3Party%5FDR%2Easp&&vpc_SecureHash=A7F22A5CA87DD
2FC6BA3F78359DA639A

3 Add any session variables required by the online store to resume the order
process with the cardholder after the transaction request has been processed.

4 Calculate the secure hash and append it to the transaction request.

5 Redirect the cardholders Internet browser using the transaction request you just
created.

At this point the cardholder session with your online store is interrupted while the
cardholder submits their card details directly to the MIGS Payment Server.

MIGS Processing of Server-Hosted Requests

When a transaction request arrives at the MIGS Payment Server by redirecting the
cardholder’s Internet browser, it:
Checks to make sure the Merchant Access Code is correct for the merchant Id
and also checks if the secure hash is present. If both are correct, the Payment
Server:

» Displays the card selection page (normally branded by the merchant’s
bank) for the cardholder to choose their card type.

» Accepts the cardholders card details for the selected card type.

* Processes the transaction request and notifies the merchant’s bank of the
status of the transaction so the funds can be settled into the merchant’s
account.

* Sends back a transaction response to your website page nominated in the
transaction request indicating whether the transaction was successful or
declined.

* The MIGS Payment Server can also return error messages back, if for
example there is a communication error in the banking network and the
transaction cannot proceed.

e |f either the Merchant Access Code or the Secure Hash are incorrect, the
MIGS Payment Server returns a transaction response back to your
website page nominated in the transaction request with a response code
and a message detailing the error.

Virtual Payment Client Integration Guide
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Transaction response

The transaction response is returned to your website using an Internet
browser redirect as specified in the vpc_ReturnURL field. The
transaction response will always have a secure hash for the online
store to check data integrity. An example of a transaction response is:

http://localhost/ASP_VPC 3Party DR.asp?&vpc_AVSHREnde=Unsupported&vpc_AcgAVSRespCode=Uns
upported&vpc_AcqCSCRespCode=Unsupported&vpc_AcgBesgCode=00&vpc_Amount=100&vpc_Author
izeld=000281&vpc_BatchNo=1&vpc CSCRequestCode=N&@BCResultCode=Unsupported&vpc_Card=A
E&vpc_Command=pay&vpc_Locale=en_AU&vpc MerchTxnREF8&vpc Merchant=TESTANDREWK&vp
¢_Message=Approved&vpc_Orderinfo=VPC+Example&vpocé@No=030821000281&vpc_SecureHash=6E
B600780CAASB1C81BF3AF249E4B853&vpc_TransactionNoE&&c_TxnResponseCode=0&vpc_Version
=1

The online store needs to process the transaction response by:

Checking the secure hash received from the Payment Server is
correct:

Check the value of the vpc_TxnResponseCode .

If this is equal to ‘7’ then the MIGS Payment Server has detected an error related
to the message and you need to handle this condition.

If this is equal to ‘0’ then the transaction was completed successfully and you can
display a receipt to the cardholder.

If it is equal to any other value the transaction has been declined and this must be
declared to the cardholder. The action taken in this event (suggesting a retry with
another card, suggesting another payment method etc.) can be determined by the
merchant.

If the value of the secure hash received is not equal to the hash value
calculated from the data, the data may have been tampered with in
the redirection process and you should check the transaction
response data against the original transaction request. For example,
you should check that the transaction amount is the same as what you
sent originally.

Virtual Payment Client Integration Guide
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The online store response page needs to be able to handle:

e Successful transactions

e Declined transactions

» Error Conditions — if vpc_TxnResponseCode equals ‘7’ an error has
occurred.

All three of these conditions are valid responses that occur back from the MIGS
Payment Server. The next section provides you with an overview of securing your
payments.

What the Cardholder Sees

In a Server-Hosted transaction (without authentication, covered later
in this guide) the cardholder is presented with six pages:
1. The Merchant’s web-site checkout page
The MIGS Payment Server's Payment Options page
The MIGS Payment Server's Payment Details page
The MIGS Payment Server's Payment Pending page
The MIGS Payment Server’'s Redirection page
6. The Merchant's web-site receipt page.

ok wbd

Examples of these pages are shown in the following pages.

Merchant Web Site

—
B i mmn e -

Wb ine s tranion

& Merchant Receipt

What the Customer sees in a Server-Hosted transecti
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The Shop & Buy Checkout Page

The checkout page displays the line items thattiseomer wants to purchase
and the total amount to pay, including any delivelngrges and taxes. The
customer accepts the amount and proceeds to th& dé&$ment pages to
enter their card details.

2 save the Flies Donation Site - Microsoft Internet Explorer 8%
He Edt View Faories ook Help [ = ]
whk -4 QA A A Fovortes  (BHistory | 5y- 3 0 - 1]

Ackess [] hitpifocaost Flyndex. asplangusge=engish = Pe
ks ] Wockuerths Eay Barkng ] Westpse Itsrmat Banking
e Save The Flies Foundation Wastereate
[A serious (but fictitious) Gharity, to illustrate test d
Payments on the MasterCard Internet Gateway Server.] Internet Gatewsy Service
telp save ke fliesi!!
Simply select the amount to donate, then click Pa
[ ponate now and save a fly today ]
© $ 100.00
 § 500.00
e Other
Amount my
|
& bone. (B Local intranet

The Shop & Buy Check Out Page

MIGS Payment Server’s Payment Options Page

The payment options page presents the customer with the card types the
merchant accepts. The customer clicks a card type and proceeds to the
Payment Details page.

WasterCard our details will be sentto and processed by The
- MasterCard Internet Gateway Service and will not he
disclosed to the merchant
Internet Gateway Semvice

TEST MODE

Merchant name: Pat's Omate Pots

How would you like to pay?

‘ o

Pay securely using S5L+ by clicking on the card logo below

. Diners Cliay L
inernational - et
L |
VISA “MEBT:;S

yments, Inc. Al rights reserved.

SECURE PAYMENTS (=) FOWERED BY Q81

MIGS Payment Server's Payment Options Page
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The MIGS Payment Server’s Payment Details Page

On the Payment Details page, the customer enters their card detalils,

including the card number and expiry date, and clicks the pay button. MIGS

then processes the payment.

Your details will be sentto and processed by The
MasterCard Internet Gateway Service and will not be
disclosed to the merchant

Intemet Gateway Service

TEST MODE

Merchant name: Pat's Ornate Pots

- .
@ Enter your card details:

"

& MasterCard: You have chosen MasterCard as your methad of
payment. Please enter your card details into the
farm below and click "pay” to complete your
purchase.

| | | -l
! maonthiyear

AUD $100.00

()

| hereby authorise the debit to my MasterCard Account in faveur of Pats Omate Pots

SEOURE PAYMEN TS, W ERED TSI

MIGS Payment Servers Payment Details Page
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The MIGS Payment Servers Payment Pending Page

As the payment processor is processing the payment, a payment pending
page can be displayed to the customer.

Your details will be sentto and processed by The

@j . MasterCard Internet Gateway Service and will not be

. disclosed to the merchant
Intemnel Gateway Service

TEST MODE

Merchant name: Pat's Ornate Pots

Please wait...

The server is processing your payment using MasterCard for the value of AUD
3

100.00.

MIGS Payment Servers Payment Pending Page

The MIGS Payment Servers Redirection Page

The redirection page is displayed in the customer’s browser and the Digital
Receipt is passed to the merchant’s shop and buy application

Your details will be sentto and processed by The
MasterCard Internet Gateway Service and will notbe

!':ﬁ-::i:i. :
disclosed to the merchant

Internet Gateway Service
TEST MODE

Merchan e: Pat's Ornate Pots

Result of your transaction:

Your payment has been approved.
Your receipt nurmber is: 021118000291
Please wait while you are redirected back to the merchant,

SECURE PAYMENTS (=) POWERED BY Q51

MIGS Payment Servers Receipt Page
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The merchants Shop & Buy’s Receipt Page

The shop and buy receives the Digital Order and creates a Digital Receipt as
a receipt page is displayed to the customer.

3 Save the Giraffe Donation Site - Microsoft Internet Explorer

il MLIES)
Ele Edt View Favorites Tools Help
Gk - o D A Qsench (revrtes Bty |G- 30

: Acdress [€] htp:/ focahost iy ecept. a5 =] Qe
Liks @] Wookworths Ezy Barking &]Westpac Interet Barking
- |
- Save The Flies Foundation

[A serious (but fictitious) Charity, to illustrate test
Payments on the MasterCard Internet Gateway Server.]

frelp save the fliest!!

Donation Successful

Thank you for your generosity and support.
Your contribution will assist the Save the Flies Foundation
Let's hope we will never hear someone say 'There are no flies on me't
Donation Details:
Time Date

Amount Receipt Number

72851 AM 1141972002 850000 4250219000294
e - |
&] bone

1 Local ntranet

The Shop & Buy Receipt Page
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Merchant-Hosted Transactions

There are 2 types of merchant hosted transactions.

MOTO

MOTO (Mail Order/Telephone Order) transactions@uechase/auth
transactions orders where the customer providesdael details to a
merchant, via mail order or by telephone (includinigractive Voice

Response (IVR) systems).

Merchant Hosted Web Payment Pages

The merchant has the option of providing their ws&b-own payment pages
for collecting the card details. The customer palesitheir payment details
(card type, card number and expiry date) directlhe merchant.

Merchant-Hosted transactions carry a higher risk tBerver-Hosted
transactions, as the customer’s card details qutenesd and stored by the
merchant.

CARDHOLDER

PAYMENT SERVER

7

VPC

Request
(Form POSTy" X

Response
(Results from
Farm POST)

MERCHANT

Information Flow in Merchant-Hosted transaction

Merchant-Hosted
Information Flow

1. A customer®,® purchases goods or services.

2. The merchant collects the card details using ttermet, IVR, mail order
or telephone order and submits the details to begssed via the Virtual
Payment Clien®.

3. The message is sent over the Internet to the MI&&Ent Serve®.
The message includes the purchase amount, caiit ¢stdébmitted to
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the merchant), and a merchant-specified transactif@nence.

4. The issuing bank processes the information andepase result back to
the MIGS Payment Server. This result, which inctuthe transaction
results and payment reference details, is sent fhenMIGS Payment
Server back to the merchant’s site page specifielda outgoing request
® where it is processed. A receipt is also passeH twathe customer
for their record®.

The basic inputs used for a Merchant-Hosted trdioseare:

e CardNumber — The card number or the customer.
e CardExpiry — The expiry date of the card.
e Merchantld — The merchant identifier allocated by their bank.

e MerchTxnRef — Identifies this particular transaction on theQ®
Payment Server. This should be a unique valuedoh &ansaction
attempt, which makes it easy for the merchantackttransactions.

e Amount — Contains the value of this transaction. It isrdager that
expresses the value in the lowest currency dendimimdor example,
cents, pence and yen.

In a Merchant-Hosted transaction, session varisdiesot sent to the MIGS
Payment Server because the merchant’s sessiomagsaimaintained.

What the Cardholder Sees

In a Merchant-Hosted transaction the cardholdprasented with two pages:

1. The merchants shop and buy checkout page.
2. The merchants shop and buy receipt page.

The MIGS Payment Server does not display any paged/erchant-Hosted
style transaction, as all pages are displayed dyrtérchant’s application.

Virtual Payment Client Integration Guide
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Best Practices

Best Practices for Securing the Data

This section describes the security features available for the Virtual Payment Client is
recommended that you understand this section before you start integrating

All websites collecting sensitive or confidential information need to protect the data passed
between the browser and the MIGS Payment Server. The Payment Server is responsible for
securing the cardholder details when you implement the Server-Hosted Payments Integration
Model. It uses Secure Sockets Layer (SSL), which encrypts sensitive financial data between a
cardholder and the Payment Server.

SSL (Secure Sockets Layer) is a security technology that is used to secure server to Internet
browser transactions. This includes the securing of any information passed by an Internet
browser (such as a cardholder's credit card number) to a web server (such as your online store
or MIGS). SSL protects data submitted over the Internet from being intercepted and viewed by
unintended recipients.

There are three security issues that apply to a payment:

» Confidentiality — To protect important information such as credit card numbers.

» Identification/Authentication — To ensure that transaction requests are going to the
MIGS Payment Server and that the transaction response came from the MIGS Payment
Server.

* Integrity —When you send and receive messages, you need to be sure that they are not
being altered. In Server-Hosted Payments, the transaction request and response is sent
by redirecting the cardholder’s Internet browser providing an opportunity for the
cardholder to modify details if best practice suggestions in this section are not followed.

Common Best Practices to ensure Transaction Integrity

The following Best Practices are guidelines only. It is recommended that you consult with
security experts with experience in your web environment to ensure that your security is
suitable for your needs.

Use a unique Merchant Transaction Reference Id for
each transaction

Each transaction should be assigned a unique transaction reference Id. Most online stores
and web programming environments will generate a unique session Id for each
cardholder, which can be used as the unique transaction reference Id. You can
alternatively create a unique reference id by combining a unique order number with a
payments attempt counter. You may also consider appending a timestamp to the
transaction reference Id to help ensure that each one is unique.

Before sending a cardholder to the Payment Server, you should store this unique
transaction reference Id with the order details in your online store database. The merchant
transaction reference id is returned in the transaction response and allows you to match
the response against the order.

The unique transaction reference Id is required to provide transactional integrity, protect
against replay attacks and aid in reconciliation.
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Check that the field values in the transaction
response match those in the transaction request

You should ensure that important fields such as the amount in the transaction response
and the merchant transaction reference id match up with the values in the original order.

Check for a replay of a transaction

You should check each transaction response to ensure that your unique Merchant
Transaction Reference Id matches the order, and that it does not correspond with any
previous order that has already been processed.

Check the integrity of a transaction using Secure
Hash

The Secure Hash is used to prevent the cardholder from modifying a transaction request
and response when passing it through the cardholder's browser. Using the Secure Hash
ensures a high level of trust in the transaction result.

The benefit of using Secure Hash is that the integrity of each response can be checked
without having to create a new SSL connection to the MIGS Payment Server for each
transaction. If you have network restrictions that do not allow an outbound socket from
your site, then you should use this process.

The Secure Hash Secret must be kept secret to provide security and should be changed
periodically for this method to be effective. The Secure Hash method is only applicable
when using the Server-Hosted Payments integration model.
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Other Best Practices

MerchTxnRef

Unique value

MerchTxnRef is normally used for querying an exsahsaction on the
MIGS Payment Server. In a case where the merckguoires to know the
specific result of a transaction, for example, whdbigitial Receipt is not
received by the merchant, then the MerchTxnRe$eéluo locate the details.

Although MIGS allows any reference to be entereith @ishopping
transaction, it is advised that some unique idiemti$ used by the merchant
to allow an easy cross-reference with the merchdmast system. A example
of a MerchTxnRef would be the merchant’s uniquesortimber assigned to
each sale. This allows the merchant to look ugrdngsaction on MIGS with
the same reference used to lookup the transactidhexr own host system.
To guarantee uniqueness, different payment opesato the same sale need
also to be identified, as stated below.

Identifying Payment Attempts

If a transaction for a sale is declined, and asgbsnt attempt is made to
process a payment for this sale, the merchant dhmadify the
MerchTxnRef for each subsequent attempt, by appgrehtra characters for
each attempt. For examp¥erchTxnRef= '1234/1’ on first attempt,
‘1234/2’ on second attempt, and ‘1234/3’ on thitekmpt, etc. This is the
preferred way of implementing a unigieerchTxnRef Because under a
fault condition, such as if the Digital Receipt dowt arrive back at the
merchant’s site, you may need to check if the tetisn was carried out
successfully.

Automated lookups and financial operations caneogpdrformed if the
merchant has not given each transaction attempicgeMerchTxnRef
number, as there will be multiple results showimg sameéverchTxnRef.
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Sending Session Variables to the MIGS Payment Server

In a Server-Hosted transaction, the customer bndswsennection is
completely severed from the merchant applicatie@mé& merchant
applications use session variables to keep tragkefe the shop and buy
application is up to and to prevent unauthorisddyamithout the customer
signing in. This stops hackers from spoofing tratieas.

Session variables that are required to identifyctieent session so the MIGS
Payment Server can return to the merchant’s prodm@am where it left must
be collected and sent to the MIGS Payment Serer.s€ssion variables are
not used by the MIGS Payment Server, but are retuappended to the
response. There can be as many session variahleguased using any name
the merchant shop and buy application needs, prayithey legally conform
to HTTP/HTTPS protocols. To make them conform @ dtandard, URL,

you need to encode all session variables befordirggithem.

To send them to the MIGS Payment Server the metchast append them
to the merchant ReturnURL.

At the MIGS Payment Server, the merchant sessidahlas are recovered
and temporarily stored in the MIGS Payment Servér the other
transaction variables. They are sent back to thelmaat appended to the
response at the completion of the transaction.

The merchant shop and buy application recoversehsion variables from
the response, and uses them to restore the mesdE®sibn. The session
continues as though it had never been broken.

Receipt Failure

The two ways of dealing with a digital receipt tfaits to come back are:

e Flag the transaction as having an error that thremaat needs to
manually check using Merchant Administration on Blag/ment Server.

e Utilise Advanced Merchant Administration (AMA) coramds to search
the MIGS Payment Server database for the transelojiaising the
QueryDR command iMerchTxnRefis unknown. ThéMerchTxnRefis
used as the transaction identifier when searchamg@ueryDR.

Because the Digital receipt has failed to come p#we is no transaction
number available from the Payment Server to idgtkié transaction in
question, and this is why you use tMerchTxnRef It is important to have a
uniqueMerchTxnReffor every transaction otherwise the query coutdre
multiple results. Only the most recent transacisoreturned in th€ueryDR
command if there are multiple results, but this maybe the transaction you
are looking for.
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When you find the requirellerchTxnRefin theQueryDR, check if it is
successful by th@SIResponseCodield (equal to ‘0’). If the
QSIResponseCodis zero, then the transaction is successful ancyst
need to extract the relevant data details fronCiheryDR results for your
records. If theQSIResponseCodis not 0, you need to determine the next
course of action based on what you would do if@#ResponseCodeere
not O in a normal digital receipt coming back frdm Payment Server.

If you query the Payment Server for MerchTxnRefusing the QueryDR

call and you do not receive any results, thensaie to repeat the transaction.
It is safe to use the sariMerchTxnRef as the existing one does not show up
in the Payment Server’s database.

If the QueryDR is flagged as having multiple resifeturns ‘Y’ in the
MultipleResults field), the MerchTxnRef is not ung
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What is Merchant Administration?

Merchant Administration is the Internet based gowtaich allows merchants
to monitor and manage their on-line processingaddinistration of
payments through a series of easy-to-use pages.

To use Merchant Administration, you need to hawess to the Internet
through a browser (such as Internet Explorer ostgie). You also need the
MIGS URL (or web site address).

The merchant can use one of two methods to mahegetrtansactions:

e Merchant Administration - using a browser interface to interactively
perform historical searches, captures, refundg@perform setup
activities. For more details, please refer to therdflant Administration
User Guide.

e Advanced Merchant Administration - using the Payment Client to
directly access the MIGS Payment Gateway to perfttnansaction-
related actions (for example, captures, refundsvaids) integrated
with merchants’ software interfaces.

Cannot utilise the Advanced Merchant
Administration (AMA) functionality?

The following reasons may cause AMA functionaliyrot work:

e A separate operator needs to be created for AMAGaIR$

e Your merchant account is required to have the leges to execute
AMA functions, please check with the helpdesk thét is enabled for
your merchant account.

e Advanced admin methods privilege has to be enahlegerator set-up
in Merchant Administration. An AMA operator canremnnect to
Merchant Administration unless the AMA privileger&moved.

e Check that you are not using incorrect merchanolirator 1D or
password details.

Receipt number (RRN), MerchTxnRef,
Authorizeld and Transactionld

e TheReceipt Numbe(RRN) is normally a unique number for a
particular Merchantld generated by the bank. Ththe value that is
passed back to the customer for their records.céoumot search for this
field in Merchant Administration or using AMA, biitis displayed in
Merchant Administration on the transaction detpdges as the
Reference Retrieval Number (RRN).

e MerchTxnRefis generated by the merchant shop and buy apiplicat
Ideally it should be a unique value for each tratisa, and the
merchant should retain this number so that traimsacan be traced
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within the merchant’s application and the MIGS PagtrServer.

TransactionlD is a unique number generated by the MIGS Payment
Server that matches the shopping transaction nuribershopping
transaction number is only relevant to a shoppiagdaction, for
example Auth transactions. It is the key refereralee for transactions
when using AMA transactional functions like capsieand refunds.

TheAuthorizelD field in the Digital Receipt is another identifigrat is
passed in the Digital Receipt and sent by thengsbank for the
authorisation. This field cannot be searched favi@richant
Administration or AMA but it is displayed in MerchbAdministration
as the "Authorisation Code". It is one of the feeléturned in an AMA
query and the AMA transaction result (capturesjnés).
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Cardholder Authentication

MasterCard SecureCode and Verified by Visa

Introduction

MasterCard and Visa have introduced new authemicatethods for
internet payments, which involves validating thegemce of the cardholder in
a traditional internet card-not-present environment

Essentially, this involves the cardholder enteangassword known only to
themselves and their issuing bank during the coofrtiee payment, similar to
the use of a PIN during an ATM transaction. Thuees the likelihood of
fraud and customer chargeback.

MIGS supports the MasterCard initiative, Secure@dad the Visa
initiative, Verified by Visa©, which authenticatdse cardholder by
redirecting their internet browser to their carslisrs authentication server,
which is accessible via the internet. Both SecudsCand Verified by Visa
implement an authentication process called Authatitn, and MIGS
supports the consolidation of both card schemedmphtations of
Authentication. This consolidation makes the wtaléhentication process
easier for the merchant. MIGS allows authenticatibbe performed without
any changes to the merchant ‘request for paymeotgss.

Authentication is performed as an integral parmAuthorization or
Purchase transaction.

From a cardholders experience, there is simplyastep added, where the
cardholder is redirected to the issuers 3DSecuregscControl Server (ACS)
and a password is inputted by the cardholder elfpfassword matches the
password selected by the cardholder at the poietfiment in their Issuers
authentication program, then the transaction isiciemed authenticated and
payment can proceed.

If the cardholder does not enter the correct passvand therefore cannot
authenticate themselves, MIGS will not proceed i payment.

Other failures (for example, communication errongly result in the
authentication attempt failing, but the paymenngahead. The general rule
is that if authentication is possible it will berfsgmed, but if it is performed

it must succeed otherwise the payment will not toegssed.

Note — It is beyond the scope of this document to@ain the full details
of the MasterCard SecureCode and Verified by Visanitiatives, the
processes involved in becoming registered in thepeograms, and under
what circumstances the liability for the transactio is shifted from the
merchant. Please contact your bank representativeof more information.
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Authentication Process Flow

The MIGS interaction with any other entity apadrir the cardholder or
merchant is described for information only, asrtterchant will only witness
passing of control to MIGS and the return of autication data if
authentication was attempted.

It is important to note than the merchant has marobover an authenication
attempt if he is configured for Authentication.

MIGS will detect the submission of a MasterCard&/@a Card by the
cardholder and, if the merchant has been enabtefiuihentication, MIGS
will interigate the MasterCard or Visa Directoryr@ee to check if the
cardholder is enroled in his issuer Authenticapoogram.

If the cardholder is not enroled, or the issuersdo@ support Authentication,
authorisation is performed as normal.

It the cardholder is enroled, the MasterCard oa\dsectory service will
return the URL of the issuer’'s ACS, and MIGS watlirect the cardholder’s
browser to this ACS to allow the issuer to autlwaig. The ACS then returns
the cardholder’s browser to MIGS, along with theuteof the authentication
attempt.

MIGS will continue with the authorization of thesaction if the
authentication was sucessful.

Server-Hosted Payment and Authentication
Process Flow

Merchant Web Eite

F Merchant Receipt

Server-Hosted Payment and Authentication Processw#l

Virtual Payment Client Integration Guide

Page - 32 -



For a Server-Hosted transaction the merchant haxtna considerations on
the submission of the payment request, but may slexccept and record the
new Authentication result fields, described latethis section
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Payment Transactions for
Server-Hosted Payments

Server-Hosted Payments requires you tohiiges://migs.mastercard.com.au/vpcp#RL for the
Virtual Payment Client. You must use HTTPS protamothe VPC will reject the transaction
request.

Transaction Request Fields

Transaction requests contain the information ctdigédor a cardholder’s order that is used for
processing by the MIGS Payment Server.

The transaction request must include all the regufields for Server-Hosted Payments. You can
also include optional fields such as Verified-bys&'iand MasterCard Secure Code.

Required Transaction Request fields for a Server-
Hosted Payment Request

The required fields that must be included in ageation request when using Server-Hosted
Payments are:

Field Name Required Field Type ‘ Length ‘ Example Value

Optional

The version of the Virtual Payment Client AP| beirggd. The current version is 1.

vpc_Version - -
- Required | Numeric 1,8 ‘ 1

Indicates the transaction type. This must be etpiphy.

vpc_Command ) )
- Required | Alphanumeric 1,16 ‘ pay

A unique value created by the merchant to idenliétransaction request. It is used to track the|
progress of a transaction and allows it to be ifledton the Payment Server should a
communication’s failure occur and the transactesponse is not received.

It can contain similar information to the vpc_Oraéo field, but it must be unique.

It may be in part an order number or invoice numbet it should also reflect the transaction
attempt. For example, if a cardholder has insugfitifunds on their card and you allow them to
repeat the transaction with another credit care due may be test1234/1 on the first attempt,
test1234/2 on the second attempt and test1234iBeothird attempt.

vpc_MerchTxnRef

It can use text made up of any of the base US A8l@tacters in the range, hexadecimal 20 to
126.

Alphanumeric -

Required Special characters

1,40 test1234/1

The access code authenticates you on the Paymever Se that a merchant cannot access another
merchant’s Merchantld. The access code is provide@u when you registered your merchant
vpc_AccessCode profile with your Payment Provider.

Required | Alphanumeric 8 ‘ 6ab89f3

The unique merchant Id assigned to you by your Rayrrovider.
Required | Alphanumeric 1,16 ‘ TESTMERCHANTO1

vpc_Merchant
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Field Name

vpc_Orderinfo

Required Field Type Length Example Value
Optional

Your own identifier used to identify the transaatisith the cardholder. For example, a shoppin
cart number, an order number, or an invoice number.

Alphanumeric -

Required Special characters

1,34 test1234

The amount of the transaction in the smallest curemnit expressed as an integer. For exampld

vpc_Amount the transaction amount is $49.95 then the amoucets is 4995.
Required | Numeric 1,10 4995
Used in SSL type transactions for specifying thegleage that is used on the Payment Server p.
that are displayed to the cardholder. If the locsieot supplied the Payment Server defined def
vpc_Locale of ‘en’ is used.

hges
hult

Required | Alphanumeric 2,5 en

vpc_ReturnURL

The URL that is displayed to the cardholder's bem&hen the Payment Server sends the
transaction response. It must be a complete URE. Réturn URL must start with either http:// o
https:// and may be up to 255 characters.

If the return URL is not supplied, your default vjieturnURL that you nominated when you
registered your merchant profile with your Paynieravider is used.

Alphanumeric -

Required Special characters

1,255 http://returnurl/Receipt.asp

Required Transaction Response Fields for Server Mgad Payments
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Optional Transaction Request fields for a Server-Hosted Payment
Request

The optional fields that can be included in a taati®n request when using Server-Hosted
Payments are:

Field Name Required ‘ Field Type ‘ Length ‘ Example Value

Optional

Secure Hash — Optional Transaction Request Fields

Used to allow the Virtual Payment Client to chelo& integrity of the transaction request. Securg
hash is only optional if you have the mayOmitHagkilege provided to you by your Payment
Provider.

vpc_SecureHash For more information, please refer to p&geor! Bookmark not defined. and 40.
68798ab0259eb01be7bbe2a807
171f83

Optional Alphanumeric 32

Verified-by-Visa and MasterCard SecureCode -  Optional Transaction Request Fields

Verified-by-Visa and MasterCard SecureCode are payrauthentications designed to prevent credit fratd by redirecting
cardholders to their card issuer where they enfrsaword that they had previously registered ttigtir card issuer.

No additional input fields are required for a Viif-by-Visa or MasterCard Secure Code payment atittaion, but you do need
your Payment Provider to enable you to use Verifigd/isa or MasterCard SecureCode.

Card Security Code (CSC) - Optional Transaction Request Fields

The Card Security Code (CSC) is a security featisezl for card not present transactions that coragheeCard Security Code on
the card with the records held in the card issudatabase.

If the Payment Provider allows you to set your é&®C level, you may override the Payment Serverulteliavel on a per
transaction basis. You can then specify the minirtearal that you wish to accept for the current $estion using thepc_CSCLevel

field.
You may set this value to the minimum CSC levet thay are willing to accept for this
transaction. If no value is provided, your defaugtue set in the Payment Server will be used.
If this value is present then vpc_CardNum and vadExp must also be present as well for the|
transaction to complete.
vpc_CSCLevel Optional Alpha 1 M
. Alphanumeric -
Optional Special characters L5 Qld.
Optional Numeric 1 M

Ticket Number - Optional Transaction Request Fields

Allows you to include a ticket number, such as aline ticket number in the transaction request
The ticket number is stored on the Payment Sera&bdse for the transaction. The ticket numbe
vpc_TicketNo is not returned in the transaction response.

Alphanumeric -
Special characters

=

Optional 1,16 AB1234

Optional Transaction Request fields for Server-HedtPayments

Optional Merchant Defined Fields

Server-Hosted Payments also supports up to 5 mardedined fields that will be returned to
you in the transaction response.

These fields must be less than 255 bytes and roustart with vpc_. These fields are not stored
in the Payment Server. For more information, pleafer toError! Reference source not

found. on pageError! Bookmark not defined. .
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Sending a Transaction Request for Server-Hosted
Payments
The GET method with a Query String containing tiaasaction request fields, and a HTTPS

Redirect, is used to send the transaction requeeshe Virtual Payment Client to the Payment
Server, when using Server-Hosted Payments.

Get Method
The HTTP Redirect allows the merchant to redirbeirtURL to the MIGS Payment Server.
Sending a Transaction Request using Http Redirect

An example of a http redirect URL is:

https://ww. m gs. mastercard. com au/t hreePartyDO?vpc_Ver si on=1&pc_Acces
sCode=6ab89f 3&vpc_Mer chTxnRef =t est 1234/ 1&vpc_Mer chant | d=TESTWEBNABO1&vp
c_Oder | nf o=t est 1234&vpc_Anpunt =4995&vpc_I| ocal e=en&vpc_Ret ur nURL=ht t ps:
/1192. 168. 21. 205/ Recei pt . asp& pc_Secur eHash=ebe65403de22d35¢c7685ch84033
15c00

Transaction Response Fields

Required Transaction Response fields for Server-
Hosted Payment Response

The transaction response contains the resultedfainsaction request fields that were processed
by the MIGS Payment Server. It indicates whethergélyment was successful or not.

The required fields that are included in the tratisa response fields for Server-Hosted
Payments are:

Field Name Required Field Type Length Example Value
Optional

Input

Server-Hosted Payments —  Transaction Response fields

The value of thespc_Versiortransaction request input field that is returnethie transaction

vpc_Version response.
Input ‘ Numeric ‘ 1.2 ‘ 1
The value of thespc_Commandransaction request input field that is returnethie
vpc_Command transaction response.
Input | Alpha 3 [ vay

The value of thepc_MerchTxnReftransaction request input field that is returnethie
transaction response.

vpc_MerchTxnRef Alphanumeric -

Input Special characters

1,40 test1234/1

The value of thepc_Merchanttransaction request input field that is returnethie

transaction response.
vpc_Merchant

Alphanumeric —

Input Special characters

1,16 TESTMERCHANTO1

The value of therpc_Orderlnfotransaction request input field that is returmethie
transaction response.

V] rderInf
pc_OrderInfo Alphanumeric —

Input Special characters

1,34 test1234
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Field Name

Required Field Type Length Example Value

Optional
Input

The value of thepc_Amounttransaction request input field that is returnethie transaction

vpc_Amount response.
Input Numeric 1,10 4995
The value of thespc_Localetransaction request input field that is returnethe transaction
response.
It specifies the language that is used on the Pay®erver pages that are displayed to the
Vpc Locale cardholder.

If the Locale is not supplied in the transactioguest, the default value of ‘en’ (English) use
in the Payment Server.

Input Alphanumeric 2,5 en

Q

vpc_TxnResponseCode

A response code that is generated by the PaymevirSe indicate the status of the
transaction.

A vpc_TxnResponseCod# “0” (zero) indicates that the transaction wascessed
successfully and approved by the Acquiring Banky Ather value indicates the transaction|
was declined.

Required Alphanumeric 1 0

vpc_TransactionNo

A unique number generated by the Payment Serveahéotransaction. It is stored in the
Payment Server as a reference and used to perfaiomsisuch as a refund or capture.

Required Numeric 1,12 3465

vpc_Message

Indicates any errors the transaction may have ereoed.

Merchant [TESTCORE23]

Optional does not exist

Alphanumeric 10,200

vpc_AcqResponseCode

Acquirer's Response Code is generated by the fiahimstitution to indicate the status of th
transaction. The results can vary between insbigtso it is advisable to use the
vpc_TxnResponseCode as it is consistent acrosgaliirers. It is only included for fault
finding purposes.

Optional Alphanumeric 2,3 00

T

vpc_ReceiptNo

This is also known as the Reference Retrieval Nur(RRN), which is a unique identifier.

This value is passed back to the cardholder far theords if the merchant application does
not generate its own receipt number.

Optional Alphanumeric 1,12 RP12345

vpc_BatchNo

A date supplied by the acquirer to indicate whes tfansaction will be settled. If the batch
has today’s date then it will be settled the neagt.dVhen the acquirer closes the batch at th
end of the day, the date will roll over to the npsacessing day’s date.

Optional Alphanumeric 1,8 20021021

vpc_Authorizeld

An identifying code issued by the bank to approvdeny the transaction. This is an option
field and may not be supplied by all acquirers.

Optional Alphanumeric 1,12 ABC12345

al

vpc_CardType

A code issued by the Payment Server for the camel tiged by the cardholder in the
transaction. For a list of card type codes, pleafer to pagérror! Bookmark not defined. .

ABC12345

Optional Alphanumeric 2

Required Transaction Response Fields for Server-kHasPayments
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Optional Transaction Response fields for Server-
Hosted Payment Response

If you integrate advanced functionality when us8egver-Hosted Payments, then optional fields
that can be included in a transaction response fhenPayment Server are:

Field Name Required Field Type Length Example Value

Optional
Input

Secure Hash Secret - Transaction Response field

This field is only returned for a Server-Hosted et as the response is returned via the
cardholder’s browser as a QueryString, which iblésto the cardholder. It allows you to
check message integrity to ensure the responses/ahve not been tampered with. Securg
hash is only optional if you have, the mayOmitHpskilege provided to you by your
vpc_SecureHash Payment Provider. For more information on Secursh+Becret, please refer to pagreor!
Bookmark not defined. and 40

68798ab0259eb01be7bbe2a

Optional Alphanumeric 32 80717183

Verified-by-Visa and MasterCard SecureCode -  Transaction Response fields

These fields are only returned in the transactesponse if the transaction is a Verified-by-Visd MusterCard SecureCode
payment authentication. You must be enabled o#yement Server by your bank to perform Verifiedviga and MasterCard
SecureCode payment authentications.
Thevpc_TxnResponseCode is used to determine if the authentication passefailed.
If the vpc_TxnResponseCodsnot equalto ‘F', the payment authentication passed OK and théentication process has
completed satisfactorily.

If the vpc_TxnResponseCodsequalto ‘F’, the Authentication process failed and no paymeok place.

If a payment authentication has been successftra &rlds are returned in the transaction respéorsa Verified-by-Visa and
MasterCard Secure Code payment authenticationfiglis are not used by you but are returned toaajlou to store them as a
record of authentication for the transaction, wtgeln be used to resolve disputes. They cannotdztagain for any future
transactions.

All payment authentication transactions usepa_Ver St at us response code value to show whether the cardrtichgon was
successful or not. For details of this code, pleaer to pagérror! Bookmark not defined. .

Either ‘3DS’ or ‘SPA'.
Optional ‘ Alphanumeric ‘ 3,20 ‘ 3DS

vpc_VerType

The status codes used by the Payment Server -age&ipor! Bookmark not defined. .

vpc_VerStatus . :
Optional ‘ Alphanumeric ‘ 1 ‘ N

The Verification Security Level is generated at thed issuer as a token to prove that the
cardholder was enrolled and authenticated OK. shswvn for all transactions except those
with authentication status “Failure”. This fieldntains the security level to be used in the
AUTH message.

MasterCard ‘0’ -Merchant not participating (a mexohwill not see this if they are
configured for MasterCard SecureCode).

MasterCard ‘1’-Cardholder not participating.
vpc_VerSecurityLevel MasterCard ‘2’-Cardholder authenticated.

Visa ‘05’ -Fully Authenticated.

Visa ‘06’ -Not authenticated, (cardholder not apating), liability shift.

Visa ‘07’ - Not authenticated. Usually due to ateys problem, for example the merchant
password is invalid.

Optional Numeric 1,2 06

This value is generated by the card issuer asenttikprove that the cardholder authenticajed
OK. This is a base64 encoded value.

vpc_VerToken
gIGCg4SFhoeliYqLjl20j5CR

Optional Alphanumeric 28 kpM=
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Field Name Required Field Type Length Example Value

Optional
Input

It is a unique transaction identifier that is gexted by the merchant to identify the 3DS
transaction. It is a 20-byte field that is Base@dagled to produce a 28-character value.

vpc_3DSXID

uyPfGlgsoFQhklklsto+IFWs9

Optional Alphanumeric 28 25—

The 3-D Secure Electronic Commerce Indicator, wiscéet to ‘05’ when the cardholder
authenticates OK, and ‘08" when the cardholdeoisemrolled. (These values may change
vpc_3DSECI depending on the locale or issuer).

Optional Numeric 2 08

This field is only included if the card is withim&nrolled range. This is the value of the
vpc 3Dsenrolled VERes.enrolled field. It will take value¥ (- Yes,N - No, U — Unavailable for Checking).

Optional Alpha 1 N

This field is only included if payment authenticatiwas used and a PARes was received hy
the MPI. It will take valuesY — Yes,N — No, A — Attempted Authenticatiort) —
vpc_3Dsstatus Unavailable for Checking).

Optional Alpha 1 N

Card Security Code (CSC) - Transaction Response fields

The Card Security Code result code indicates th@ I@8el used to match the data held by {he
vpc_CSCResultCode cardholder Issuing Bank.
Optional Alphanumeric 1 M

The CSC level that was requested in the PaymeneBtar the transaction. If the CSC Level
value was not sent, then this will be your def@C level set in the Payment Server.
vpc_CSCRequestCode Optional Alphanumeric 1 S

Optional Alpha 1 G

Optional Transaction Response Fields for Serverdted Payments

Receiving the Transaction Response

To receive the transaction response, you mustfgpeceturn Internet address (return /URL).
This address is also where the cardholder is retuto when they have completed the purchase.
The vpc_ReturnURL field must contain a valid URta¢sing with “http://” or “https:/I") for

every transaction request.

If the ReturnURL value does not form a valid URb,e&ror is generated in the Payment Server
which will stop the transaction.

Calculating and Validating the Secure Hash Secret

Secure Hash Secret is used to detect whetherathgsiction request and response has been
tampered with. It is added to the transaction retjdetails before an MD5 algorithm is applied

to generate a secure hash. The secure hash isdgheto the Payment Server with the transaction
request details. Because the Payment Server antii@ther entity apart from your that knows
your secure hash secret it recreates the sameedesmsin and matches it with the one that you
sent. If they match the Payment server continuesgssing the transaction. If it doesn’t match, it
assumes that the transaction request has beenrednpigh and will stop processing the
transaction and send back an error message.
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How the Secure Hash is Created and Verified

Thevpc_Secur eHash field is used for the MD5 (MD5 RFC1321) secure hakyour secure
hash secret and the transaction request.

The secure hash value is the Hex encoded MD5 oaffbe transaction request or response
fields. The order that the fields are hashed in are

e The Secure Hash Secret is always first

» Then all transaction request fields are concatenated to the Secure Hash
Secret in alphabetical order of the field name. The sort should be in
ascending order of the ASCII value of each field string. If one string is an
exact substring of another, the smaller string should be before the longer
string. For example, Card should come before CardNum.

» Fields must not have any separators between them and must not include any
null terminating characters.

For example, if the Secure Hash SecréHSDD14AE2E38C7EBD8814D29CF6F6F0, and
the transaction request includes the followingdfel

Field Name Example Value

vpc_Merchantld MER123
vpc_Orderinfo A48cvE28
vpc_Amount 2995

Example of a Secure Hash Calculation

In ascending alphabetical order the transactionesgfields inputted to the MD5 hash would be:
OF5DD14AE2E38C7EBD8814D29CF6F6F02995MER123A48CcVvE28

Adding Secure Hash to a Transaction Request

Although the risk of a cardholder tampering with thansaction request is minimal, it is
recommended that you include a Secure Hash intyansaction request. If a cardholder changes
a transaction request, it will be detected becéiube Secure Hash generated by the Payment
Server does not match the one generated by yopagraent is rejected.

If the secure hash does not match, the Virtual Reyr€lient will immediately return the
cardholder to the merchant’s site with an errorséling thevpc_TxnResponseCode field

to 7 to indicate that the secure hash is incorrect.

» During integration, this may mean that you haveaadtulated your hash properly.
» During production, this would usually mean thatedtolder is attempting to
commit fraud.
To create a Secure Hash, the following fields eggiired for a transaction request using Server-
Hosted Payments.
<i nput type="hi dden" nanme="vpc_Versi on" val ue="1">
<i nput type="hi dden" nane="vpc_AccessCode" val ue="6ab89f 3">
<i nput type="hi dden" nane="vpc_Merchant|d" val ue="TESTVBNABOL" >
<i nput type="hi dden" nane="vpc_QrderlInfo" val ue="t est 1234">
<i nput type="hi dden" nanme="vpc_Amount" val ue="4995">
<i nput type="hi dden" nanme="vpc_Local €' val ue="en">
<i nput type="hi dden" nane="vpc_Ret urnUR." val ue="htt p://192. 168. 21. 205/ Recei pt . asp" >
<i nput type="hi dden" nane="Secure Secret" val ue="ebe65403de22d35c7685ch8403315c00" >
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The fields in the transaction request must be deneded in ascending alphabetical order with
the Secure Hash Secret first:

nd5_i nput = Secure_Secret + vpc_AccessCode + vpc_Anmount +
vpc_Local e + vpc_Merchantld + vpc_Oderinfo + vpc_ReturnURL +
vpc_Transacti on + vpc_Version

The order used is the Virtual Payment Client figdones, not the alphabetical order of the names
you may use in your online store.
Any extra functionality fields must be also concetied to the md5_input in ascending
alphabetical order as shown above, for examplEckKet Number functionality is added, then
the extra field to be added is:

<i nput type="hi dden" nane="vpc_Ti cket N\o" val ue="ABC123" >
And the md5_input would then become:
nd5_i nput = Secure_Secret + vpc_AccessCode + vpc_Amount +
vpc_Local e + vpc_Merchantld + vpc_Oderinfo + vpc_ReturnURL +
vpc_TicketNo + vpc_Transacti on + vpc_Version

You should also ensure that:

» UTF-8 encoding should be used to convert the iffom a printable string to a byte
array. Note that 7-bit ASCII encoding is unchangEdJTF-8.

» The hash output must be hex-encoded.

Adding Secure Hash to a Transaction Response

When you receive the transaction response fronP#yenent Server, you should calculate the
Secure Hash and compare it to the Secure Hashtifreiayment Server to ensure that the data
has not been tampered with in the transaction resspo

If you do not check the Secure Hash, the transacésponse can be retrieved securely from the
Payment Server using QueryDR.

To create a Secure Hash, the following fields ecgiired for a transaction response using
Server-Hosted Payments.

Sring version= req. get Paraneter ("vpc_\Version ");

Sring nerchantl d= req. get Paranet er ("vpc_Merchant 1 d"));

Sring orderlnfo = req. get Paranet er ("vpc_QOderlnfo");

Sring anount = req. get Paranet er ("vpc_Anount ") ;

Sring | ocal e = req. get Paranet er ("vpc_Local €");

Sring t xnResponseCode = req. get Par anet er (" vpc_TxnResponseCode” ) ;

Sring acgResponseCde = req. get Par anet er (" vpc_AcqResponseCode” ) ;

Sring recei pt Nb = req. get Paranet er (" vpc_Recei pt No") ;

Sring xtnNb = req. get Paranet er ("vpc_Tr ansacti onN\b") ;

Sring bat chNo= req. get Paranet er ("vpc_Bat chNb") ;

Sring authorizel D = req. get Paranet er ("vpc_Aut hori zel d");

Sring resp_Secure Hash = req. get Par anet er (" vpc_Secur eHash") ;

The fields in the transaction response must beatenated in ascending alphabetical order with
the Secure Hash Secret first:

md>5_input = Secure_Secret + amount + authorizedatehNo + locale + merchantld +
orderinfo + gsiResponseCode + receiptNo + transalNt + version

The order used is the Virtual Payment Client figdones, not the alphabetical order of the names
you may use in your online store.

You should also ensure that:
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* UTF-8 encoding should be used to convert the iffom a printable string to a byte
array. Note that 7-bit ASCII encoding is unchanfEdJTF-8.

» The hash output must be hex-encoded.
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Péyment Transactions for
Merchant-Hosted Payment

Merchant-Hosted Payments requires you tohiiges://migs.mastercard.com.au/vpcdRL for

the Virtual Payment Client.

You must use HTTPS protocol or the Virtual Payntelnt will reject the Transaction Request.
In Merchant-Hosted Payments the online store agijdin connects directly to the Virtual
Payment Client using a form POST operation thatatlly returns a response. Since the Payment
Server cannot collect cardholder card details, thagt be collected on your site and sent to the
Virtual Payment Client.

During Merchant-Hosted Payments, session varialdesot need to be sent to the Payment
Server because the merchant’s session is not beskins in Server-Hosted Payments, where
the cardholder’s Internet browser is disconneatethfthe merchant’s site and redirected to the
Payment Server.

This means that in Merchant-Hosted Payments, tidho&ler browser is not redirected, so
advanced functionality such as Verified-by-Visa MalsterCard Secure Code cannot be used.

Transaction Request Fields

The transaction request contains the requirednmdbion for a cardholder’s order that is sent via
the Virtual Payment Client to the Payment Server.

Required Transaction Request fields for Merchant-
Hosted Payment Request

The required fields that must be included in adeation request when using Merchant-Hosted
Payments are:

Field Name Required | Field Type Length Example Value

Optional
Input

The version of the 0Byte Virtual Payment Client Afeing used. The current version is 1.

vpc_Version ) .
- Required Numeric 1,8 1

Indicates the type of transaction type. It museheal to pay’
Required ‘ Alpha 1,16 ‘ pay

vpc_Command

7]

A unique value created by you to identify the teaotBn request. It is used to track the progred
of a transaction and allows it to be identifiedtibea Payment Server should a communication’s
failure occur and the transaction response isextived.

It can contain similar information to the vpc_Ordéo field, but it must be unique.

It may be in part an order number or invoice numbet it should also reflect the transaction
attempt. For example, if a cardholder has inswgficifunds on their card and you allow them td
repeat the transaction with another credit care. Wdlue may be test1234/1 on the first attempg,
test1234/2 on the second attempt and test1234yBeothird attempt.

vpc_MerchTxnRef

It can use text made up of any of the base US A8lEtacters in the range, hexadecimal 20 t
126.

Alphanumeric -

Special characters 1,40 test1234/1

Required

The access code is used to authenticate you ddayi@ent Server so that a merchant cannot

access another merchant’s Merchantld.
vpc_AccessCode
The access code is provided to you when you registgour merchant profile with the Paymen

Provider.
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Field Name Required | Field Type Length Example Value

Optional
Input

Required Alphanumeric 8 6ab89f3

The unique merchant Id assigned to you by your Raymrovider.
Required ‘ Alphanumeric 1,16 TESTMERCHANTO1

vpc_Merchant

An identifier provided by you to identify the traion with the cardholder. It can be a shoppipg

cart number, an order number, or an invoice number.
vpc_Orderinfo

Alphanumeric -

Required Special characters

1,34 test1234

The amount of the transaction in the smallest cagrainit expressed as an integer. For examdle,
vpc_Amount if the transaction amount is $49.95 then the amaunéents is 4995.

Required Numeric 1,10 4995

This field is used to bypass the card details magthe Payment Server. It is the number of thg
card to be used for processing the payment. liocnbe a long integer value with no white
vpc_CardNum space or formatting characters.

Required Numeric 15,40 5123456789012346

The expiry date of the card to be processed fomgsy. The format for this (¥YMM , for
example, for an expiry date of May 2009, the valielld be 0905. The value must be expressgd
vpc_CardExp as a 4-digit number (integer) with no white spacéuomatting characters

Required Numeric 4 0504

Required Transaction Request fields for Merchant-ted Payments
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Optional Transaction Request fields for Merchant-
Hosted Payment Request

The optional fields that can be included in a taation request to the Virtual Payment Client
when using Merchant-Hosted Payments are:

Field Name

Required | Field Type Length Example Value

Optional

Card Security Code (CSC) — Optional Transaction Request Fields

Input

field.

The Card Security Code (CSC) is a security featsesl for card not present transactions that coragareCard Security Code on
the card with the records held in the card issugatsbase.

If the Payment Provider allows you to set your @®C level, you may override the Payment Serverulielieavel on a per
transaction basis. You can then specify the minirtearal that you wish to accept for the current $eestion using thepc_CSCLevel

vpc_CardSecurityCode

The Card Security Code (CSC) is a security featsezl for card not present transactions thaft
compares the Card Security Code on the card wéhietbords held in the card issuer’s databgse.
For example, on Visa and MasterCard credit catds the three digit value printed on the
signature panel on the back following the creditiGccount number. For American Express,)
the number is the 4 digit value printed on the fralnove the credit card account number. Onge
the transaction is successfully processed and @asglao the card issuer returns a result code
(CSC result code) in its authorisation responsesemss verifying the CSC level
(vpc_CSCLevel) of accuracy used to match the cecdrity code.

Optional Numeric ‘ 1,4 ‘ 123

vpc_CSClLevel

You may set this value to the minimum CSC levet ffwau are willing to accept for this
transaction. If you do not set a value, your defaalue will be used.

Optional ‘ Alpha ‘ 1 ‘ M
Optional Alpha 3 AUS
Optional Numeric 1 M

Transaction Source —

Optional Transaction Request Fields

vpc_TransSource

Transaction source functionality allows you to gate in a Mail Order Telephone Order
(MOTO) transaction that the transaction originatedn a call centre transaction and not a
MOTO transaction. It only has one value and if¥hkie is present in the transaction request} i
indicates the transaction is a call centre tramsacotherwise if it is not present, it's a stardiar
Internet MOTO transaction. The transaction soualee/is not returned in the transaction
response.

Optional Alpha 1,6 MOTOCC

=

Ticket Number — Optional Transaction Request Fields

vpc_TicketNo

This allows the merchant to include a ticket numbsach as an airline ticket number in the
transaction request. The ticket number is storetherPayment Server database for that
transaction.

The ticket number value is not returned in thedeation response.

Alphanumeric -

Optional Special characters

1,16 AB1234

Optional Transaction Request fields for Merchantddted Payments
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Sending a Transaction Request for Merchant-Hosted
Payments

Post Method

The Post Method is used when you collect the cadehs card details. The data is collected in a
secure form and included in the transaction reginastis sent directly to the Payment Server.

Sending a Transaction Request using the Post Method

The following post method example shows the mininmumber of fields required to complete a
transaction using the Merchant-Hosted Payment iatem model:
<f or m net hod="PRCST" acti on="htt ps://ww <vpc_nane>/ vpcdps" >

<i nput type="hi dden" nanme="vpc_\Versi on" val ue="1">

<i nput type="hi dden" nane="vpc_Command" val ue="pay">

<i nput type="hi dden" nane="vpc_AccessCode" val ue="6ab89f 3">

<i nput type="hi dden" nanme="vpc_MerchTxnRef" val ue="t est 1234/ 1">
<i nput type="hi dden" nanme="vpc_Merchant|d" val ue="TESTVB\NABOL" >
<i nput type="hi dden" nane="vpc_Qderlnfo" val ue="test 1234">

<i nput type="hi dden" nanme="vpc_Amount" val ue="4995">

<i nput type="hi dden" nanme="vpc_CardN\uni val ue="5123456789012346" >
<i nput type="hi dden" nanme="vpc_car dExp" val ue="0405">

<-- submt -->
<i nput type="submt" val ue="Pay Now'>
</forme

Transaction Response Fields

Required Transaction Response fields for Merchant-
Hosted Payment Response

The transaction response contains the resultedfainsaction request that was processed by the
Payment Server.

The fields that are included in a transaction respdrom the Virtual Payment Client when using
Merchant-Hosted Payments are:

Field Name Required Field Type Length Example Value

Optional
Input

Merchant-Hosted Payments -  Transaction Response fields

The value of theypc_Versioninput field returned in the transaction response.

vpc_Version -
- Input ‘ Numeric ‘ 1,2 ‘ 1

The value of theypc_Commandield returned in the transaction response.

vpc_Command Input ‘ Alpha ‘ 1,16 ‘ pay

The value of theypc_MerchTxnReffield returned in the transaction response.

vpc_MerchTxnRef Alphanumeric -
- Input .
Special characters

1,40 test1234/1

The value of theypc_Merchantinput field returned in the transaction response.

voc Merchant i ] ] ]
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Field Name Required Field Type Length Example Value

Optional
Input

Alphanumeric -

Input Special characters

1,16 TESTMERCHANTO1

The value of theypc_Orderinfoinput field returned in the transaction response.

vpc_Orderinfo Alphanumeric -

Special characters 1,34 test1234

Input

The value of thespc_Amountinput field returned in the transaction response.

vpc_Amount )
pc_ Input Numeric ‘ 1,10 ‘ 4995
Locale is not supplied in the transaction requestdreturned in the transaction response. It|is
vpc_Locale not used in Merchant-Hosted Payments.

Input Alphanumeric 2,5 en

A response code that is generated by the Paymew¢iSe indicate the status of the
transaction.
vpc_TxnResponseCod A vpc_TxnResponseCode of “0” (zero) indicates that the transaction wascgssed

e successfully and approved by the acquiring bank. éther value indicates the transaction was
declined.
Required Alphanumeric 1 0

A unique number generated by the Payment Servisrthe reference value of the transactior)

. in the Payment Server. This is the Shopping Traimaoumber that must be used for a Refund
vpc_TransactionNo or Capture operation.

Required Numeric 1,12 3465

This is a message to indicate what sort of erfmdransaction encountered.

Merchant [TESTCORE23]
does not exist.

vpc_Message
pC_ 9 Optional Alphanumeric 10,200

Acquirer’s Response Code is generated by the finhimstitution to indicate the status of the
transaction. The results can vary between institstiso it is advisable to use the
vpc_AcgResponseCod vpc_TxnResponseCode as it is consistent acrossatiirers. It is only included for fault

e finding purposes.

Optional Alphanumeric 2,3 00

This is also known as the Reference Retrieval NurRBN), which is a unique identifier.

. This value is passed back to the cardholder far teeords if the merchant application does not
vpc_ReceiptNo generate its own receipt number.

Alphanumeric -

Optional Special characters

1,12 RP12345

A date supplied by an acquirer to indicate when tfansaction will be settled. If the batch ha
today’s date then it will be settled the next dashen the acquirer closes the batch at the end of

[

vpc_BatchNo the day, the date will roll over to the next pragiag day’s date.

Optional Alphanumeric 1,8 20021021

A code issued by the acquiring bank to approveeoydhe transaction. This may not always pe
vpc_Authorizeld supplied by all acquirers.

Optional Alphanumeric 1,12 ABC12345
vpc_CardType A code issued by the Payment Server for the camel tyged by the cardholder for the

transaction. For a list of codes, please refdrtor! Reference source not foundon page
Error! Bookmark not defined. .

Optional Alphanumeric 2 ABC12345

Transaction Response Fields for Merchant-HostedyRgents
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Optional Transaction Response fields for Merchant-
Hosted Payment Response

If you integrate advanced functionality when usiigrchant-Hosted Payments, then optional
fields that can be included in a transaction respdrom the Payment Server are:

Table 1

Field Name

Optional Transaction Response Fields for idieant-Hosted Payments

Required Field Type Length Example Value

Optional
Input

Card Security Code (CSC) - Transaction Response fields

vpc_CSCResultCode

The result code generated by the Payment Sevetatian to the Card Security Code.
Optional Alpha 1 S

vpc_CSCRequestCode

The CSC level that was requested in the Paymene6tar the transaction. If the CSC Level
value was not sent, then this will be the merctedéfault CSC level set in the Payment Ser

Optional Alpha 1 M

vpc_AcqCSCRespCod
e

The result code generated by the acquiring bamklation to the Card Security Code.
Optional Alpha 1 M

Optional Alpha 1 S
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Advanced Functionality Fields

Capture

Transaction Request Fields - Capture
The fields that can be included in a transactiquest to the Virtual Payment Client when using

capture are:

Field Name

Required | Field Type Length Example Value

Optional
Input

vpc_Version

The version of the OByte Virtual Payment Client Afeing used. The current version is 1.

Required ‘ Numeric ‘ 1,8 ‘ 1

vpc_Command

Used to indicate the type of payment. The valuptwe is used.

Required ‘ Alpha 1,16 ‘ Capture

vpc_MerchTxnRef

A unique value created by the merchant to idertiétransaction request. It is used to track th
progress of a transaction and allows it to be ifledton the Payment Server should a
communication’s failure occur and the transactiesponse is not received.

It can contain similar information to the vpc_Oraéo field, but it must be unique.

It may be in part an order number or invoice numbet it should also reflect the transaction
attempt. For example, if a cardholder has insuéfitifunds on their card and you allow them td
repeat the transaction with another credit car@ Wdue may be test1234/1 on the first attemp
test1234/2 on the second attempt and test1234fBeothird attempt.

It can use text made up of any of the base US ASI&itacters in the range, hexadecimal 20 t
126.

t,

Alphanumeric -

Special characters 1,40 test1234/1

Required

vpc_AccessCode

The access code authenticates a merchant on tineeReagerver so that a merchant cannot
access another merchant’s Merchantld.

The access code is provided to you when you registgour merchant profile with the Paymen
Provider.

Required ‘ Alphanumeric ‘ 8 ‘ 6ab89f3

vpc_Merchant

The unique merchant Id assigned to you by your Raymrovider.

Required ‘ Alphanumeric ‘ 1,16 ‘ TESTMERCHANTO1

vpc_TransactionNo

The transaction reference number of the origin#iarisation or purchase transaction.

Required ‘ Numeric ‘ 1,12 ‘ 123

The amount of the transaction in the smallest cagrainit expressed as an integer. For examy

le,

vpc_Amount if the transaction amount is $49.95 then the amauoents is 4995.
Required Numeric 1,10 4995
This field is a special AMA user created to alldwstfunction to operate.
vpc_User

Required Alphanumeric 1,16 amauser

vpc_Password

The password used to authorise the AMA user tosacttes function.

Required Alphanumeric 1,16 Password12

Transaction Request Fields for a Capture
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Transaction Response Fields - Capture
The fields included in a transaction response filoenVirtual Payment Client when using

captures are:

Field Name

Required Field Type Length Example Value

Optional

vpc_Version

Input

The value of therpc_Versioninput field returned in the transaction response.

Input ‘ Numeric ‘ 1,8 ‘ 1

vpc_Command

The value of thzpc_Commandield returned in the transaction response.

Input ‘ Alpha ‘ 1,16 ‘ capture

vpc_MerchTxnRef

The value of thespc_MerchTxnReffield returned in the transaction response.

Alphanumeric -

Special characters 1,40 test1234/1

Input

vpc_Merchant

The value of thespc_Merchantinput field returned in the transaction response.

Alphanumeric -

Input Special characters

1,16 TESTMERCHANTO1

vpc_Amount

The value of thezpc_Amountinput field returned in the transaction response.

Input Numeric 1,10 ‘ 4995

vpc_TxnResponseCode

A response code that is generated by the PaymevirSe indicate the status of the
transaction.

A vpc_TxnResponseCode of “0” (zero) indicates that the transaction wasgessed
successfully and approved by the acquiring banky dther value indicates the transaction
was declined.

Required Alphanumeric 1 0

vpc_TransactionNo

A unique number generated by the Payment Serveisahe reference value of the
transaction in the Payment Server. This is theevétiat must be used for a Capture.

Required Numeric 1,12 3465

vpc_Message

A message to indicate an error the transactionwetneced.

Merchant [TESTCORE23]

Optional Alphanumeric 10,200 does not exist

vpc_AcqResponseCode

Acquirer's Response Code is generated by the hmaimidicate the status of the transaction.
The results can vary between institutions so étigisable to use the vpc_TxnResponseCod
as itis consistent across all acquirers. It iyamtluded for fault finding purposes.

o

Optional Alphanumeric 2,3 00

vpc_ReceiptNo

This is also known as the Reference Retrieval Nur(RRN), which is a unique identifier.
This value is passed back to the cardholder far theords if your online store does not
generate its own receipt number.

Optional Alphanumeric 1,12 RP12345

vpc_BatchNo

A date supplied by an acquirer to indicate wheas thansaction will be settled. If the batch
has today’s date then it will be settled the neagt.dVhen the acquirer closes the batch at the
end of the day, the date will roll over to the npsdcessing day’s date.

Optional Alphanumeric 1,8 20021021

vpc_Authorizeld

A code issued by the acquiring bank to approveenlydhe transaction. This may not alwayp
be supplied by all acquirers.

Optional Alphanumeric 1,12 ABC12345

vpc_CardType

A code issued by the Payment Server to detailyihe of card the cardholder used for the
transaction. For a list of codes, pleaseEeer! Reference source not foundon page
Error! Bookmark not defined. .
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Field Name

Required Field Type Length Example Value

Optional
Input

Optional Alphanumeric 2,4 ABC12345

vpc_ShopTransactionN
o

The transaction reference number of the originghanisation or purchase transaction.
Optional Numeric 1,21 3DS

vpc_AuthorisedAmount

The total amount of the original authorisation saetion.
Optional Numeric 1,10 N

vpc_CapturedAmount

The amount of the capture transaction in the sistatierrency unit expressed as an integer
For example, if the transaction amount is $49.@% tihe amount in cents is 4995.

Optional Numeric 1,10 4995

vpc_TicketNo

Allows you to include a ticket number, such as &line ticket number in the transaction
request. The ticket number is stored on the Pay®enter database for that transaction anfl
returned in the transaction response for captams#actions.

Alphanumeric -

Optional Special characters

1,16 Any data

Transaction Response Fields for a Capture
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Refund

Transaction Request Fields - Refund

The fields that can be included in a transactiquest to the Virtual Payment Client when using
refund are:

Field Name Required | Field Type Length Example Value

Optional
Input

The version of the OByte Virtual Payment Client Afeing used. The current version is 1.

vpc_Version ) )
- Required ‘ Numeric ‘ 1,8 ‘ 1

Used to indicate the type of payment. For refutis,value ‘refund’ is used.
Required ‘ Alpha ‘ 1,16 ‘ Refund

vpc_Command

A unique value created by the merchant to idertiétransaction request. It is used to track the
progress of a transaction and allows it to be ifledton the Payment Server should a
communication’s failure occur and the transactiesponse is not received.

It can contain similar information to the vpc_Oraéo field, but it must be unique.

It may be in part an order number or invoice numbet it should also reflect the transaction
attempt. For example, if a cardholder has inswéfitifunds on their card and you allow them tq
repeat the transaction with another credit care Wdue may be test1234/1 on the first attempt,
test1234/2 on the second attempt and test1234tBeothird attempt.

vpc_MerchTxnRef

It can use text made up of any of the base US ASI&itacters in the range, hexadecimal 20 t
126.

Alphanumeric -

Special characters 1,40 test1234/1

Required

The access code authenticates a merchant on tineeReagerver so that a merchant cannot
access another merchant’s Merchantld. The accessis@rovided to you when you registered
vpc_AccessCode your merchant profile with the Payment Provider.

Required ‘ Alphanumeric ‘ 8 ‘ 6ab89f3

The unique merchant Id assigned to you by your Raymrovider.
Required ‘ Alphanumeric 1,16 ‘ TESTMERCHANTO1

vpc_Merchant

The transaction reference number of the originahAtisation or Purchase transaction.
Required ‘ Numeric ‘ 1,12 ‘ 123

vpc_TransactionNo

The amount of the refund transaction in the smadesency unit expressed as an integer. For
vpc Amount example, if the transaction amount is $49.95 theraimount in cents is 4995.

Required Numeric 1,10 4995

This field is a special AMA user created to alldwstfunction to operate.
vpc_User ) i
- Required Alphanumeric 1,16 amauser

The password used to authorise the AMA user adoetsss function.
vpc_Password

Required Alphanumeric 1,16 password12

Transaction Request Fields for a Refund
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Transaction Response Fields - Refund
The fields included in a transaction response filoenVirtual Payment Client when using

refunds are:

Field Name

Required Field Type Length Example Value

Optional
Input

vpc_Version

The value of thespc_Versioninput field returned in the transaction response.

Input ‘ Numeric ‘ 1,8 ‘ 1

vpc_Command

The value of thepc_Commandield returned in the transaction response.

Input ‘ Alpha ‘ 1,16 ‘ refund

vpc_MerchTxnRef

The value of thespc_MerchTxnReffield returned in the transaction response.

Alphanumeric -

Input Special characters

1,40 test1234/1

vpc_Merchant

The value of thespc_Merchantinput field returned in the transaction response.

Alphanumeric -

Input Special characters

1,16 TESTMERCHANTO1

vpc_Amount

The value of thezpc_Amountinput field returned in the transaction response.

Input Numeric 1,10 ‘ 4995

vpc_TxnResponseCode

A response code that is generated by the PaymevirSe indicate the status of the
transaction.

A vpc_TxnResponseCode of “0” (zero) indicates that the transaction wasgessed
successfully and approved by the acquiring banky dther value indicates the transaction
was declined.

Required Alphanumeric 1 0

vpc_TransactionNo

A unique number generated by the Payment Servisrthie reference value of the transacti
in the Payment Server. This is the value that rhestised for a Refund.

Required Numeric 1,12 3465

vpc_Message

A message to indicate any errors the transactignhase encountered.

Merchant [TESTCORE23]

Optional Alphanumeric 10,200 does not exist

vpc_AcgResponseCode

Acquirer's Response Code is generated by the fiahimstitution to indicate the status of thp

transaction. The results can vary between insbigtso it is advisable to use the
vpc_TxnResponseCode as it is consistent acrosgaliirers. It is only included for fault
finding purposes.

Optional Alphanumeric 2,3 00

vpc_ReceiptNo

This is also known as the Reference Retrieval Nur(RRN), which is a unique identifier.
This value is passed back to the cardholder far theords if the merchant application doeq
not generate its own receipt number.

Optional Alphanumeric 1,12 RP12345

vpc_BatchNo

A date supplied by an acquirer to indicate wheas thansaction will be settled. If the batch
has today’s date then it will be settled the neagt.dVhen the acquirer closes the batch at tf
end of the day, the date will roll over to the npsbcessing day’s date.

Optional Alphanumeric 1,8 20021021

vpc_Authorizeld

A code issued by the acquiring bank to approveenlydhe transaction. This may not alwayp

be supplied by all acquirers.
Optional Alphanumeric 1,12 ABC12345

vpc_CardType

A code issued by the Payment Server to detailyihe of card the cardholder used for this
transaction. For a list of codes, pleaseEeer! Reference source not foundon page
Error! Bookmark not defined. .

Optional Alphanumeric 2,4 ABC12345
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Field Name Required Field Type Length Example Value

Optional

Input
vpc_ShopTransactionN The transaction reference number of the originga@nisation or purchase transaction.
(0] Optional Numeric 1,19 3DSs

The total amount of the original authorisation saction.

vpc_AuthorisedAmount
pC_ Optional Numeric 1,10 N

The amount of the refund transaction in the smadlesency unit expressed as an integer. for
vpc RefundedAmount example, if the transaction amount is $49.95 therasimount in cents is 4995.

Optional Numeric 1,10 4995

Allows you to include a ticket number, such as &line ticket number in the transaction

request. The ticket number is stored on the Pay®enter database for that transaction. The
. ticket number is stored on the Payment Server datafor that transaction and returned in the
vpc_TicketNo transaction response for refunds.
. Alphanumeric -
Optional Special characters 1,16 Any data
Table 2 Transaction Request Fields for a Refund

Virtual Payment Client Integration Guide
Page - 55 -



QueryDR Transaction

Transaction Request Fields — Query DR

The QueryDR command allows you to search for sstretion response, which has been lost.
The search is performed on the primary keerchTxnRef , which is why the
vpc_MerchTxnRef field needs to be a unique value.

If there are transactions with duplicate vigerchTxnRef numbers, the query will only return
the most recent transaction encrypted transacéigiponse, but a flag is raised to indicate there is
more than one transaction that meets the criteria.

If the query result returned is not the correct, i@l must use Merchant Administration on the
Payment Server to search for the correct transactio

The fields that are included in a transaction regjuden using QueryDR are:

Field Name Required | Field Type Length Example Value

Optional
Input

The version of the 0Byte Virtual Payment Client Afeing used. The current version is 1.

vpc_Version
pc_ Required Numeric 1,8 1

This indicates the type of transaction.
vpc_Command

Required ‘ Alpha ‘ 1,16 ‘ QueryDR

The access code authenticates a merchant on tineeReagerver so that a merchant cannot
access another merchant’s Merchantld. The accessis@rovided to you when you registered

vpc_AccessCode your merchant profile with the Payment Provider.
Required ‘ Alphanumeric ‘ 8 ‘ 6ab89f3
The unique merchant Id assigned to you by your Raymrovider.
vpc_Merchant TESTMERCH
pc_Mercha Required Alphanumeric 1,16
ANTO1

It is the primary key used to search the progrésstmnsaction in the event of a
communication’s failure where no transaction resgois received.

vpc_MerchTxnRef Alphanumeric -

Required Special characters

1,40 test1234/1

This field is a special AMA user created to use finction.
vpc_User ) i
- Required Alphanumeric 1,16 amauser

The password used to authorise the AMA user adoetsss function.
vpc_Password

Required Alphanumeric 1,16 password12

Transaction Request fields for a QueryDR transaxcti
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Transaction Response Details — Query DR

The fields returned in the transaction responsel@eame as the original transaction, but
includes two additional transaction response fielde fields that are included in a transaction
response when using QueryDR are:

Field Name

Required | Field Type Length Example Value

Optional

vpc_DREXists

Input

This key is used to determine if the QueryDR comangeturned any search results. If the
value is “Y”, then there is at least one vpc_MencfiRef number result matching the search
criteria.

Optional ‘ Alpha ‘ 1 ‘ Y

vpc_FoundMultipleDRs

This is used after the previous command to deterifithere are multiple results. If the value
is“Y”, then there are multiple MerchTxnRef numbematching the search criteria.

Optional ‘ Alpha ‘ 1 ‘ N

Transaction Response fields for a QueryDR transant

Virtual Payment Client Integration Guide

Page - 57 -



Bypass Card Selection Page on the Payment

Server

This is used in Server-Hosted Payments to byp&sPalgment Server payments page that
displays the logos of all the cards the paymentgssor will accept.

Transaction Request Fields - Bypass Card Selection

Page

The fields that are included in a transaction retjuden using Bypass Card Selection are:

Field Name

Required | Field Type Length Example Value

Optional
Input

vpc_Gateway

This field determines the VPC gateway that willused. The field is case sensitive, and myst
comply with the gateways that are valid in the PaynServer. The value used here will
always bessl.

Optional ‘ Alpha ‘ 3 ‘ ssl

vpc_CardType

A code issued by the Payment Server for the cauel tyged by the cardholder in the
transaction. For a list of card type codes, pleafer to pagérror! Bookmark not defined. .

Optional ‘ Alphanumeric ‘ 2,4 ‘ MC

Transaction request fields to Bypass Card SelectRage on the Payment Server

Transaction Response Fields - Bypass Card Selection

Page

The Bypass Card Selection page functionality da¢seturn any extra fields in the transaction

response.
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Troubleshooting and FAQs

Troubleshooting

What happens if a Transaction Response fails to come
back?

To deal with a transaction response that failsotoe back:

* Flag the transaction as having an error, so thegdts to be manually checked using
Merchant Administration on the Payment Server.

Or,

* Use the Advanced Merchant Administration (AMA), Q2R command to search the
Payment Server database for the transaction. TheMgrchTxnRef is used as the
transaction identifier when searching using QuerydRimand.

Since the transaction response has

failed to come back, there is no ( Process )
transaction number available from " /"
the Payment Server to identify the il
transaction in question, and this is

why you use the Did Receipt ™, X

vpc_MerchTxnRef . It is important ]

to have a unique v Do Aath Qe O
vpc_MerchTxnRef for every hd Search an
transaction otherwise the query b Mershantunfiet

could return multiple resuits. Only DR ot
the most recent transaction is ]
returned In thQueryDR v Make Decizion an

Mext Action

command if there are multiple (Maybe another

tranzaction

results, but this may not be the attempt)
transaction you are concerned with.

Tranzaction
Complete QKT

k4 b

Extract [rata and Update
zawe in Merchant ferchantTx=nRef
System forunique value

¥

Tranzaction
Complete

What happens if a transaction response fails to
come back

If the transaction response code was successful

When you find the requiredpc_MerchTxnRef in theQueryDR, check the
vpc_TxnResponseCode field to see if it is successful (should be eqodDt). If the
vpc_TxnResponseCode is 0, then the transaction is successful and ystunjeed to extract

Virtual Payment Client Integration Guide
Page - 59 -



the relevant data details from t@aieryDR results for your records.
If the transaction response code was not successful

If the vpc_TxnResponseCode is not 0, you need to determine the next coursetdn
based on what you would do if tk@c_TxnResponseCode were not 0 in a normal
transaction response coming back from the Paymames

If you did not find the transaction response code

If you query the Payment Server for thec_ MerchTxnRef using the QueryDR call and you
do not receive any results, then it is safe toaethee transaction. It is safe to use the same
vpc_MerchTxnRef, as the existing one does not show up in the PatyBenver’s database
and was therefore never processed.

If you find multiple transaction response code results

If the QueryDR is flagged as having multiple resfeturns ‘Y’ in the MultipleResults field),
then the MerchTxnRef is not unique. This is thenany reason for implementing a unique
vpc_MerchTxnRef for every transaction.

This solution requires more data capture and psxegsbut it is only necessary when you don't
have a uniquepc_MerchTxnRef number.

This solution requires more data capture and psxegsbut it is only necessary when you don't
have a uniquepc_MerchTxnRef number.

What to do if a Session Timeout occurs?

It is possible that while a cardholder is entetimgjr card details at the Payment Server, the
session is broken (say a communication failuretdiemodem connection dropping off). If this
occurs, a cardholder will lose their session. E¥éimey come back to your site, they will have a
new session, and their old session will never lmepteted.

To determine the status of the lost transaction, widl need to perform a QueryDR transaction
based on the originalpc_MerchTxnRef.

Does the Cardholders Internet browser need to
support cookies?

Yes. The Virtual Payment Client interface requiesardholder’s browser to support cookies for
Server-Hosted Payments.
How do I know if a transaction has been approved?

All approved transactions are represented witlspaese code of zero “0” from the Payment
Server. All other codes represent declined trarmsast
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Frequently Asked Questions

Can the Payment Servers payment pages be modified
for a Merchant?

No. The Payment Servers payment pages are brasdegaither the Payment Provider or
Banks branding to assure cardholders of the sgaifrihe transaction. If you do not wish to
display the Payment Provider’s branded pages to gaaholders then you need to implement
the Merchant-Hosted Payments Integration Model.

How often can I reconcile?

Reconciliation is performed automatically by the@# Payment Server. It is always done
around the same time each day. Your bank will be binform you of the cut-over time.

Is a Shopping Cart required?

It is not necessary to have a shopping cart. All threquired is that the transaction information
is within the transaction request passed to thenBay Server.

Does the Payment Server handle large peaks in
transaction volumes?

The Payment Server queues pending transactiomarsattions are not lost.

How long will an authorisation be valid on a
cardholder account?

This depends on the Financial Institution who isstie card to the cardholder. Each card Issuer
defines the authorisation expiry period in whicéaytimold the funds on the cardholder’s account,
while they wait for the arrival of the capture tsantion. Generally it is 5-8 processing days,
before the authorisation purges from the cardhadeount and access to the funds are released
back to the cardholder.

What is the RRN and how do I use it?

The RRN (Reference Retrieval Number) is a uniquaber generated by the bank for a specific
bank merchantld. It is generated by using the Wathg formula:

The RRN is a reference used to retrieve the originasaction data and it is useful when your
online store does not provide a receipt number.

The RRN can be viewed in Merchant Administration.

RRN, MerchTxnRef, OrderInfo, Authorizeld and
TransactionId

RRN (Reference Retrieval Number) is a unique number for a particular Merchantld.
This is the value that is passed back to the cardholder for their records. You cannot
search for this field in Merchant Administration, but it is displayed in Merchant
Administration on the transaction details pages as the Reference Retrieval Number
(RRN). It is one of the fields returned in a queryDR and the transaction result
(captures, refunds).

MerchTxnRef is generated by your online store. Ideally it should be a unique value for
each transaction and you should retain this number so that transactions can be
searched for in your online store and the Payment Server. For more information,
please refer to page Error! Bookmark not defined.
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Orderinfo is also generated by your online store. It should also be a unique value for
each transaction, which you should retain so that you can search for the transaction
in your online store and the Payment Server.

Authorizeld is an identifier from the Acquiring Bank, which is in the transaction
response for the authorisation. This field cannot be searched for in Merchant
Administration, but it is displayed in Merchant Administration as the Authorisation
Code. It is one of the fields returned in an AMA query and the AMA transaction result
(captures, refunds).

TransactionID is a unique number generated by the Payment Server that matches the
shopping transaction number. The shopping transaction number is the key reference
value for transactions when using AMA transactional functions like captures and
refunds.
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Appendix 3 - Test Environment

Test Cards

The following table shows the test card numbers and associated expiry dates configured for each card
scheme on the MIGS Payment Server.

Card Type PAN Expiry Date
MasterCard 5123456789012346 05/13
MasterCard 5313581000123430 05/13
Visa 4005550000000001 05/13
Visa 4557012345678902 05/13
Amex 345678901234564 05/13
Bankcard (Australian Domestic) 5610901234567899 05/13
Diners Club 30123456789019 05/13
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Response Codes

The test bank simulator is configured to allow the user to change the response received against the above
test card numbers by varying the amount after the decimal point for the transaction.

The following table shows how the various response codes can be triggered varying the amount after the
decimal point.

QsSlI Name
Resp. Amount
0 Transaction approved XXX.00
1 Transaction could not XXX.10
be processed
2 Transaction declined - XXX.05
contact issuing bank
3 No reply from XXX.68
Processing Host
4 Card has expired XXX.33
5 Insufficient credit XXX.51
6 Error Communicating Not Mapped
with Bank
Qs Name Caused by
Resp.
7 Message Detail Error Invalid PAN, Invalid Expiry Date
8 Transaction declined — Not Mapped
transaction type not
supported
9 Bank Declined Not Mapped
Transaction — Do Not
Contact Bank

For example, to obtain a response of 1 on a MasterCard, simply send a transaction for $xxx.10 against
one of the above MasterCard numbers.

Developers should use these response codes in exception handling. For further detail on the reason for
decline, the issuer response code should be checked. See ‘Issuer Response Code Mapping'.
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Issuer Response Code Mapping

The Payment Server returns both a summary result code generated by the Payment Server as well as the
raw issuer response code as received from the bank.

The following table is a list of relivant issuer response codes:

Digital Receipt Field

DigitalReceipt.QSIResponseCo | Summary result code as returned from the
de Payment Server.

DigitalReceipt.AcqResponseCo | Issuer response code as returned from the

de bank.

Issuer Description
Resp.

00 Approved

01 Refer to Card Issuer

02 Refer to Card Issuer

03 Invalid Merchant

04 Pick Up Card

05 Do Not Honor

07 Pick Up Card

12 Invalid Transaction

14 Invalid Card Number (No such Number)

15 No Such Issuer

33 Expired Card

34 Suspected Fraud

36 Restricted Card

39 No Credit Account

41 Card Reported Lost

43 Stolen Card

51 Insufficient Funds

54 Expired Card

57 Transaction Not Permitted

59 Suspected Fraud

62 Restricted Card

65 Exceeds withdrawal frequency limit

91 Cannot Contact Issuer
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The following table shows how the bank simulator maps the issuer response code to response codes.

Issuer MIGS Issuer MIGS Issuer MIGS
Resp. Resp. Resp. Resp. Resp. Resp.
00 0 34 2 68 3
01 2 35 1 69 1
02 2 36 2 70 1
03 2 37 1 71 1
04 2 38 1 72 1
05 2 39 2 73 1
06 2 40 1 74 1
07 2 41 2 75 1
08 0 42 1 76 1
09 1 43 2 77 1
10 1 44 1 78 1
11 1 45 1 79 1
12 1 46 1 80 1
13 1 47 1 81 1
14 2 48 1 82 1
15 2 49 1 83 1
16 0 50 1 84 1
17 1 51 5 85 1
18 1 52 1 86 1
19 2 53 1 87 1
20 1 54 4 88 1
21 1 55 1 89 1
22 1 56 1 90 2
23 1 57 1 91 2
24 1 58 1 92 2
25 2 59 2 93 1
26 1 60 1 94 1
27 1 61 2 95 1
28 1 62 1 96 1
29 1 63 1 97 1
30 1 64 1 98 2
31 2 65 2 99 2
32 1 66 1
33 4 67 1
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